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System Software 7.6.2 PATCH 1

This version of our system software is available for the following gateways:
B WxO002 Series
B WI Series

Important Security Information

This version of our system software removes the DNS implementation vulnera-
bility VU#800113 described by the US-CERT (see
http://www.kb.cert.org/vuls/id/800113).

Moreover, the following changes have been made:

1.1 NAT - Number of NAT Ports increased

(ID n/a)

The number of NAT ports has been increased to 32767.

1.2 DNS - Reboot after receiving DNS
Requests

(ID n/a)
After receiving a DNS request, the gateway sporadically rebooted.

The problem has been solved.


http://www.kb.cert.org/vuls/id/800113

1.3 DNS - Random Source Ports and IDs

(ID n/a)

Since using the same UDP port for all DNS queries and other services has been
identified as a sever security risk, random ports and query IDs are used as of
now.

1.4 IPSec - No encrypted data traffic

(ID 10526)

When encrypting data traffic in IPSec traffic list mode, no data traffic was pos-
sible with a frame size of 4 KByte or larger.

The problem has been solved.

1.5 No Alive Packets sent after connection
attempt

(ID n/a)

If an PPP interface with a shorthold of -1 or an IPSEc interface unsuccessfully
tried to establish a connection, no Alive Packets were sent after the connection
attempt.

The Problem has been solved.

1.6 HTTP - User name and password dis-
played

(ID n/a)

Username and password of a login were displayed in the browser address bar.



The problem has been solved.

1.7 ATM - Reboot

(ID 10306)
The device rebooted when changing the IP-configuration of an RPoA
interface from "DHCP" to "Manual" via the Setup tool.

The Problem has been solved.

1.8 WLAN - Misleading error message

(ID n/a)

If the WLAN channel was set to 12 or 13, and the region was changed to US,
the error message "unsupported changes by setup tool" was displayed, since
usage of these channels is not permissible in the US.

The problem has been solved.

1.9 QoS - Wrong Tagging

(ID n/a)

QoS tagging on the basis of ipFilter or ipQosTable entries could be overwritten
by subsequently applied SIF rules.

The problem has been solved.



/N

Attention!

1.10 Grep - Malfunction with long strings

(ID n/a)

The grep command did not function if the string entered was longer than 1024
characters.

The problem has been solved.

1.11  Multicast - Memory leak

(ID n/a)
If Multicast protocols were active on the gateway, memory was lost over time.

The problem has been solved.

1.12 Setup Tool - Irrelevant menus shown

(ID 10077)

The Setup Tool displayed the menus for Pre and Post IPSec Rules even in the
case of purely interface based configurations. A configuration in these menus
could then lead to unexpected results.

The problem has been solved.

Generally, it is not recommended to configure any Pre or Post IPSec Rules in a
completely interface based IPSec configuration.

In case you have Pre- or Post IPSec Rules defined, these will remain effective
after the update. In order to delete them (if necessary) you can create a tempo-
rary peer on the basis of traffic lists. The respective menus will the be accessi-
ble again, and you can delete any undesired rules. Afterwards you should also
delete the temporary peer again.



1.13 Setup Tool - Wrong interface selection
PPPoE Passthrough

(ID 10106)

Bridge Group interfaces were not offered for selection when configuring PPPoE
Passthrough.

The problem has been solved.

1.14 Setup Tool - WAN Bridge not configure-
able

(ID n/a)

After the introduction of the new bridge concept, the configuration of a WAN
Bridge was not possible using the Setup Tool.

The problem has been solved.

1.15 INET - TFTP/L2TP connection failure

(ID n/a)

If a previous TFTP or L2TP connection had not timed out, further connections
using the same source port failed.

The problem has been solved.



1.16 QoS - TDR entry not saved correctly

(ID n/a)

If an existing TDRC entry was duplicated, the duplicate entry was silently delet-
ed, but so was the original one. It was necessary to save the entry twice to suc-
cessfully write it to the configuration.

The problem has been solved.

1.17 TDRC - Data traffic blocked

(ID n/a)

If TDRC was activated for an already active connection, all TCP traffic was oc-
casionally blocked until the connection was closed and reestablished.

The problem has been solved.



	1.1 NAT - Number of NAT Ports increased
	1.2 DNS - Reboot after receiving DNS Requests
	1.3 DNS - Random Source Ports and IDs
	1.4 IPSec - No encrypted data traffic
	1.5 No Alive Packets sent after connection attempt
	1.6 HTTP - User name and password displayed
	1.7 ATM - Reboot
	1.8 WLAN - Misleading error message
	1.9 QoS - Wrong Tagging
	1.10 Grep - Malfunction with long strings
	1.11 Multicast - Memory leak
	1.12 Setup Tool - Irrelevant menus shown
	1.13 Setup Tool - Wrong interface selection PPPoE Passthrough
	1.14 Setup Tool - WAN Bridge not configureable
	1.15 INET - TFTP/L2TP connection failure
	1.16 QoS - TDR entry not saved correctly
	1.17 TDRC - Data traffic blocked


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts false
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /Batang
    /BitstreamVeraSans-Bold
    /BitstreamVeraSans-BoldOblique
    /BitstreamVeraSansMono-Bold
    /BitstreamVeraSansMono-BoldOb
    /BitstreamVeraSansMono-Oblique
    /BitstreamVeraSansMono-Roman
    /BitstreamVeraSans-Oblique
    /BitstreamVeraSans-Roman
    /BitstreamVeraSerif-Bold
    /BitstreamVeraSerif-Roman
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /DIN-Black
    /DIN-BlackAlternate
    /DIN-BlackExpert
    /DIN-Bold
    /DIN-BoldAlternate
    /DIN-BoldExpert
    /Dingbats
    /DIN-Light
    /DIN-LightAlternate
    /DIN-LightExpert
    /DIN-Medium
    /DIN-MediumAlternate
    /DIN-MediumExpert
    /DIN-Regular
    /DIN-RegularAlternate
    /DIN-RegularExpert
    /EstrangeloEdessa
    /FixedsysExcelsior2.00
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HelveticaGreek-BdInclined
    /HelveticaGreek-Bold
    /HelveticaGreek-Inclined
    /HelveticaGreek-Upright
    /HelveticaLTStd-Bold
    /HelveticaLTStd-BoldObl
    /HelveticaLTStd-Obl
    /HelveticaLTStd-Roman
    /HelveticaNeueCE-Heavy
    /HelveticaNeueCE-HeavyItalic
    /HelveticaNeueCE-Light
    /HelveticaNeueCE-LightItalic
    /HelveticaNeueCE-Medium
    /HelveticaNeueCE-MediumItalic
    /Impact
    /Kartika
    /Latha
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MetaBold-Caps
    /MetaBold-CapsExpert
    /MetaBold-Expert
    /MetaBold-Italic
    /MetaBold-ItalicCaps
    /MetaBold-ItalicCapsExpert
    /MetaBold-ItalicExpert
    /MetaBoldLF-Caps
    /MetaBoldLF-Italic
    /MetaBoldLF-ItalicCaps
    /MetaBoldLF-Roman
    /MetaBold-Roman
    /MetaBook-Roman
    /MicrosoftSansSerif
    /Minion-Black
    /Minion-Bold
    /Minion-BoldItalic
    /Minion-DisplayItalic
    /Minion-DisplayRegular
    /Minion-Italic
    /MinionPro-BoldCn
    /MinionPro-BoldCnIt
    /MinionPro-Cn
    /MinionPro-CnIt
    /MinionPro-MediumCn
    /MinionPro-MediumCnIt
    /MinionPro-SemiboldCn
    /MinionPro-SemiboldCnIt
    /Minion-Regular
    /Minion-Semibold
    /Minion-SemiboldItalic
    /MonotypeCorsiva
    /MS-Mincho
    /MSOutlook
    /MVBoli
    /OpenSymbol
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /PragmaticaT
    /PragmaticaT-Bold
    /PragmaticaT-BoldOblique
    /PragmaticaT-Oblique
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfDingbats
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages false
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages false
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /SyntheticBoldness 1.000000
  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.000 842.000]
>> setpagedevice


