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System software

Note

Important Information

1 Important Information

Please read the following information about System software 7.6.1 care-
fully to avoid problems when updating or using the software.

1.1 Applicability

System software 7.6.1 is available only for the following devices and cannot
be used on other devices:

W1002
W2002
Wi1040
WI2040
WI3040
WI1065

WI2065
WI3065

Please note that new features, changes or the solution of a problem are only
available on your device if the menu described is shown.

1.2 Update

In the W1002 and W2002 devices, where you run them with ACE, from System
software 7.6.1, the operating system is changed to BOSS. Devices in the WI
series are already shipped with the BOSS operating system.

Release Notes
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Note

Configurations set up or saved with System software 7.6.1 are therefore in-
compatible with earlier versions of our System software that were set up under
ACE.

Note that, during an update, the configuration of your device will be lost.

The following table gives an overview of the available updates and update-
mechanisms:

: Software :
Device currently run New software Mechanism
Wx002 ACE 7.6.1 ComPoint
Downgrade to Manager and FCI
ACE possible or console
7.5.1 7.6.1 Console or FCI
Downgrade to
ACE possible
Wix040 7.5.1 7.6.1 Console or FCI
Downgrade to
ACE not possible
WIx060 7.5.1 7.6.1 Console or FCI
Downgrade to
ACE not possible
1.2.1 Preparation and update (W1002 and W2002)

When updating to System software 7.6.1, the operating system is, where
appropriate, automatically changed from ACE to BOSS.

If you already run System software 7.5.1 on your device, proceed with your
update as described for devices in the WI series (see “Preparation and update
(WI series)” on page 14).



Update preparation
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Carry out the update as follows:

1.

For the update you will need, for the device W1002, the file
W1002_boss_s7601b01,afw or, for the device W2002, the file
W2002_boss_s7601b01,afw (the beta number (...b07) may be different).
In addition, you will need the file W1002_Blup_LED_SCHEME.w1p or
W2002_Blup_LED_SCHEME.w2p, as appropriate, to enable the LEDs of
the device following the update.

Ensure that the program ComPoint Manager from Artem and the files that
you need for the update are available on your PC.

If the program and/or the two files are not available on your PC, enter
www.funkwerk-ec.com in your browser.

The Funkwerk homepage will open. In the download-area for your device
you will find the required program and files.

Install the program on your computer.
Alternatively, you can load the program from the CD-ROM delivered with
your access point.

Save the two files on your PC.

Ensure that the access point on which you wish to make the update is in the
same network as the PC on which the ComPoint Manager program is in-
stalled.

Start the ComPoint Manager.

The ComPoint Manager discovers the access points installed on the net-
work and shows them as a list in its main window.

If the device on which you wish to make the update does not yet have an
IP address, assign it an IP address in your network in the ComPoint
Manager under CONFIGURATION =» IP SETTINGS.

In the window that follows, enter the password for the user Admin if this has
not been entered in the ComPoint Manager under TOOLS =» PASSWORD.

Release Notes
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Boot configuration Back up the current boot configuration for any later downgrade. Proceed as fol-
backup lows:

1. In the ComPoint Manager, select in the list the device for which you wish
to backup the boot configuration.
In the ComPoint Manager, select CONFIGURATION =» SAVE CONFIGURATION.

If asked to do so, enter the password.
The SAVE As window will open.
4. Select the desired folder, the filename can remain unchanged. Click on
Save.
You will see the message "Device configuration successfully saved."

5. Confirm with OK.
The configuration will now be found in the selected folder.

Carrying out the Carry out the update as a firmware upgrade with the ComPoint Manager.
update

The result of interrupted updating operations could be that your access point no
A longer boots. Do not turn your access point off during the update!

Attention!

1. In the main window of the ComPoint Managers, click on the device in the
list for which you wish to carry out the update.
Select CONFIGURATION =» LOAD FIRMWARE.
Click on Select software.
Click on Browse, select the folder containing the files and click on OK.
The desired file(s) will be shown.

5. Depending on the device, select the desired firmware, i.e.
W1002_boss_s7601b01,afw for W1002 or W2002_boss_s7601b01,afw for
W2002, click on OK and then click on Upload firmware.

The ComPoint Manager will check whether the selected firmware is suit-
able for the device and, if so, upload it.

10 Release Notes System software
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In accordance with the BOSS-standard, the serial interface will automati-
cally be set to Baudrate 9600, 8-bit data, no parity, 1 stop bit, no hand-
shake.

You will see the message "Reboot to activate newly loaded firmware."

6. Select the option "Reboot now (recommended)" and click on OK.
The device will reboot.

The device will reboot with the new software and the default-IP address
192.168.0.252 but with no configuration. The LEDs will not be enabled.

After the update from ACE to BOSS, you can use only the following functions
of the ComPoint Manager:
B Discovery Server

B /P configuration

Under BOSS, all other configuration options are accessed with the Funkwerk
Configuration Interface.

To enable operation of the LEDs, you must upload the file
W1002_Blup_LED_SCHEME.w1p or W2002_Blup_LED_SCHEME.w2p, ac-
cording to the device.

1. Ensure that your PC is on the same network as the access point on which
you wish to enable the LEDs. If necessary, assign a suitable second IP ad-
dress to your PC in the network settings.

2. Enter the default-IP address of your device 792.768.0.252 in a browser.
The browser window will open.

3. Log into your device with the username admin and the password funkwerk
and click on Login.
The Status-page of the Funkwerk Configuration Interface will open.

4. Make sure that the language setting is English.
Click on MAINTENANCE =» SOFTWARE UPDATE.

In the UPDATE MECHANISM field, select the value Local file and click on the
Browse button.

7. Click on the desired filename, e.g. W1002_Blup_LED_SCHEME.w1p and
then on Open.

Release Notes
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8. Now click on Go.
The message "Router Maintenance. Please stand by. Operation in
progress." shows that the selected file is being uploaded to the device.
When the upload procedure is finished, you will see the message "Router
maintenance. Success. Operation completed successfully. The router must
be restarted."

9. Click on Reboot.
The device will start with the LEDs lit. The browser window will open.
You can log into your device and configure it.
Downgrade In the event of a downgrade, the operating system is automatically
changed from BOSS to ACE.

For this procedure, you will need, according to the device, the file
W1002_ace_6_15,wi1p or W2002_ace_6_15,w2p, which you will find under
www.funkwerk-ec.com (see “Update preparation” on page 9).

Note that, during a downgrade, the configuration of your device will be lost.
@ After a downgrade, you will only be able to use the configuration that you
Note backed up before the update.

The result of interrupted downgrade operations could be that your access point
A no longer boots. Do not turn your access point off during the downgrade!

Attention!

Downgrading If you wish to carry out a downgrade from System software 7.6.1, proceed as
follows:

1. Enter the IP address of your device in a browser.
The browser window will open.
Log into your device with your username and password and click on Login.
Make sure that the language setting is English.

4. Click on MAINTENANCE =» SOFTWARE UPDATE.

12 Release Notes System software
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In the UPDATE MECHANISM field, select the value Local file and click on the
Browse button.

Click on the desired filename, e.g. W1002_ace_6_15,w1p and then on
Open.

Click on Go.

The process will take a few minutes, during which you will see the message
"Router maintenance. Please stand by. Operation in progress." The mes-
sage "Router-Maintenance. Success. Operation completed successfully.
The router must be restarted" shows that the upload process has finished.

Click on Reboot.
This can take a few minutes. The device will start with the Status LED
showing green.

With the ComPoint Manager, you can discover the access point. The device
can no longer be reached with the browser.

After the downgrade to ACE, you can upload to your device the configuration
that you hopefully backed up before the update to BOSS.

1.

Start the ComPoint Manager.
The ComPoint Manager will open. It discovers the access points installed
on the network and shows them as a list in its main window.

In the ComPoint Manager, under CONFIGURATION =¥ IP SETTINGS assign an
IP address in your network range to your device.

In the list, select the device to which you wish to upload the backup config-
uration.

In the ComPoint Manager, select CONFIGURATION =» UPLOAD
CONFIGURATION.

When asked, enter the password for the user Admin.
The window OPEN... will open.

Select the desired file. Click on Open.
You will see the message "Upload configuration (version x.xx) to the device
(version x.xx) and reboot?"

Release Notes
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If the two version numbers are the same, proceed with these settings with
Yes.

The configuration will be uploaded to the device.

You will see the message "Configuration successfully uploaded."

Click on OK.
You can use the configuration in your device.

1.2.2 Preparation and update (WI series)

Devices in the WI series are already shipped with System software 7.5.1
so that configuration and maintenance via the Funkwerk Configuration In-
terface is available, making it simple to update the software. This makes
an update possible in two ways.

1.

For the update, you will need, for devices of the WI series, the file
bl7601b04,iny (the beta number (...b04...) may be different).

Ensure that the program ComPoint Manager from Artem and the file that
you need for the update are available on your PC.

If the program and/or the file are not available on your PC, enter
www.funkwerk-ec.com in your browser.

The Funkwerk homepage will open. In the download-area for your device
you will find the required program and files.

Install the program on your computer.
Alternatively, you can load the program from the CD-ROM delivered with
your access point.

Save the two files on your PC.
Ensure that the access point on which you wish to make the update is in the

same network as the PC on which the ComPoint Manager program is in-
stalled.

Start the ComPoint Manager.
The ComPoint Manager discovers the access points installed on the net-
work and shows them as a list in its main window.

If the device on which you wish to make the update does not yet have an
IP address, assign it an IP address in your network in the ComPoint
Manager under CONFIGURATION =¥ IP SETTINGS.

System software
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7. Inthe window that follows, enter the password for the user Admin if this has
not been entered in the ComPoint Manager under TOOLS =» PASSWORD.

You can now use the following functions of the ComPoint Manager:
B Discovery Server

B /P configuration

Under BOSS, all other configuration options are accessed with the Funkwerk
Configuration Interface.

Update via the Funkwerk Configuration Interface

The simplest way to carry out an update is via the Funkwerk Configuration
Interface, using the MAINTENANCE =» SOFTWARE & CONFIGURATION menu.

If you wish to carry out an update, proceed as follows:

1. Backup the current boot configuration using the MAINTENANCE =» SOFTWARE
& CONFIGURATION menu:
a) Under AcTION, select Export Configuration.
b) Leave all other settings and click on the Go button.
c) To save the file on your PC, follow the instructions in your browser.

Stay in the MAINTENANCE =» SOFTWARE & CONFIGURATION menu.
In the ACTION field, select Update System Software.

4. As SouRcek for the update, select Current software from Funkwerk server.
The system file is on the official funkwerk update server.

5. Click on the Go button. Your request will be processed.
The process takes a few minutes. The message "System maintenance.
Success. Operation completed successfully. The system must be restart-
ed" shows that the process has finished.

6. Click on Reboot.
The device will start; you can log into your device.

Other possibilities for carrying out the update:

1. As SouRce for the update, select Local file (default value). The system file
is stored locally on your PC. For the update, you need, for devices of the
WI series, the file INY\Blup\bl7601b04,iny, which you will find under
www.funkwerk-ec.com.

Release Notes

15


http://www.funkwerk-ec.com

16

Important Information

Release Notes

Enter the path and name of the file or select the file with Browse... via the
explorer/finder.

Click on the Go button. Your request will be processed.

The process takes a few minutes. The message "System maintenance.
Success. Operation completed successfully. The system must be restart-
ed" shows that the process has finished.

When the process is finished, click on Reboot.
The device will start and you can log into your device.

Alternatively, under SOURCE, you can select HTTP server. You enter the URL of
the update server from which the software file is loaded here.

Update via the command line

To prepare and carry out an update to System software 7.6.1, proceed as fol-
lows:

1.

Backup the current boot configuration. Use one of the following possibili-

ties:

a) In the SNMP shell, enter cmd=save path=boot.alt. This backs up

the current boot configuration in the flash ROM of your access point under

the name "boot.alt".

b) On a computer on your LAN, start a TFTP server and export the current

boot configuration using the CONFIGURATION MANAGEMENT menu of the Set-

up tool. To do this, select:

— OPERATION = put (FLASH -> TFTP)

— TFTP SERVER IP ADDRESS = <IP-address of the TFTP servers on the
LAN>

—  TFTP FiLE NAME = boot.alt

—  NAME IN FLASH = boot

Carry out the update to System software 7.6.1 with the BLUP (Bintec
Large Update) named above to update all necessary modules.
The update using the BLUP runs as follows:

System software
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wi3040:> update <IP address of the TFTP servers>
/INY/Blup/bl7601b04, iny
Starting TFTP File Transfer .. ... ... ...
....................... (139320+4887788 Bytes)
List of files in this update (len 4887788):
Version Length Name
7.6.1.400 4048577 Boss
7.6.1.400 774792 webpages.ez
7.6.1.400 182462 text ger.ez

*** Don't power-off while the update takes place ***

Perform update (y or n)?

Here, the software modules contained in the BLUP are listed:

B BOSS - the operating system itself

B webpages.ez - the HTML configuration interface

B text_ger.ez - the German localisation of the HTML interface.

If you confirm with y, all those elements are updated that are newer in the BLUP
than on your access point. When updating to System software 7.6.1 this will,
as a rule, be all three modules.

The update then takes place for all modules concerned:

Updating Boss
Erasing Flash ROM

.............................................................. OK
Writing Flash ROM
.............................................................. OK
Verifying Flash ROM
.............................................................. OK

Software update successfully finished
Updating webpages.ez

Perform Flash ROM update

Update Flash ROM ............ OK
Verify Flash ROM ............ OK

File update successfully finished
Updating text ger.ez

Perform Flash ROM update

Update Flash ROM . OK

Verify Flash ROM . OK

File update successfully finished

Rebooting... (y or n) [n] ?

Release Notes
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After the reboot, you have the new software version available. You can access
it using a supported Web browser under the IP address of the access point. If
you have deleted the boot configuration, the access point will again have the de-
fault address 7192.168.0.252.

If you wish to carry out a downgrade, proceed as follows:

1.

Replace the current boot configuration with the previous backup version.

Use one of the following possibilities:

a) In the SNMP shell, enter cmd=move path=boot.alt

pathnew=boot. This overwrites the current boot configuration with the

previous backup version. The configuration named "boot.alt" is thereby de-

leted from the flash ROM (if you want to keep this in the flash, use

cmd=copy instead of cmd=move).

b) On a computer on your LAN, start a TFTP server and import the current

boot configuration using the CONFIGURATION MANAGEMENT menu of the Set-

up tool. To do this, select:

—  OPERATION = get (TFTP -> FLASH)

— TFTP SERVER IP ADDRESS = <IP-address of the TFTP servers on the
LAN>

—  TFTP FiLE NAME = boot.alt

—  NAME IN FLASH = boot

Carry out the downgrade to the desired software version.

Reboot the access point. The device will start with the previously backed
up boot configuration and the old version of the system software.

System software



Funkwerk
Configuration Interface

System software

New Features

2 New Features

System software 7.6.1 includes a humber of new functions that signifi-
cantly extend the performance compared with System software 7.5.1:

“SFP Slot Support” on page 19

“Simple Network Time Protocol server” on page 20
“Temperature measurement” on page 21

“Alarm relay” on page 22

“WLAN - encryption possibilities extended” on page 23

“Update command extended” on page 23

2.1 SFP Slot Support

The devices funkwerk WI1040, WI2040, WI3040, WI1065, WI2065 and
WI3065 have a slot for a fiber optic module, also known as an SFP-module
(from the "SFP-MSA" standard - Small Form Factor Pluggable Multi-Sourcing
Agreement). This slot can accommodate modules operating at 100 Mbit/s, full
duplex. Gigabit modules are not supported.

An inserted SFP module is automatically recognized and enabled during the
boot up process. You can insert the module in the running device (hot-plugga-
ble), it will not, however, be enabled until the next reboot.

The recognition procedure also checks the module for operability.

In the event of a fault, you will see the following message in the console:
SFP module not suitable for device, disabling SFP support
The manufacturer and type number are also shown.

The SFP module is configured like any other Ethernet Interface.

You will find the Ethernet interface configuration in the Funkwerk
Configuration Interface under PHYSICAL INTERFACES =» ETHERNET PORTS

Release Notes
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Either of the two Ethernet ports, en7-0 or en1-1, can be freely assigned as
SFP port and is this bound to it by switch.

2.2 Simple Network Time Protocol server

System software 7.6.1 supports the SNTP server function.

Previously, time requests sent by a client to the access point remained unan-
swered. With the SNTP server function, the access point has an internal time
server and can send an answer to such client requests (time settings and other
options).

You can configure the SNTP server function via the Funkwerk Configuration
Interface, in the SYSTEM MANAGEMENT =»> GLOBAL SETTINGS => DATE AND TIME
menu, in the INTERNAL TIME SERVER field.

Parameter Value

Internal Time Server Select whether the internal time server is to be
used.

The function is activated with Enabled. Time
requests from a client will be answered with the
current system time. This is given as GMT,
without offset.

The default state of the function is Disabled.
Time requests from a client are not answered.
This is the same behavior as in previous soft-
ware versions.

Table 2-1:  Additional field in the SYSTEM MANAGEMENT =» GLOBAL SETTINGS =% DATE
AND TIME menu
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2.3 Temperature measurement

The devices funkwerk WI1040, WI2040, WI3040, WI1065, WI2065 and
WI3065 are fitted with a temperature sensor. This is located on the main board,
under the first WLAN card.

The sensor measures the current temperature. lts measurement range is from
-55 to +125 °C with an accuracy of less than 1 °C.

In addition, the minimum and maximum temperatures reached are shown, to-
gether with the times at which they were reached. On rebooting the device,
these values are cleared and refilled.

By default, lower and upper limits are set for the temperature; overstepping
these sets an alert-variable and generates a syslog-message. The values are
updated every 10 seconds.

The current, minimum and maximum temperatures are shown in the Funkwerk
Configuration Interface, in the SYSTEM MANAGEMENT =% STATUS menu, in the
TEMPERATURE field.

You can configure the temperature limits in the Funkwerk Configuration
Interface, in the LOCAL SERVICES =» SURVEILLANCE =% TEMPERATURE menu. You
can link the overstepping of a limit value with an action.

You can edit the existing values or click on the New button and configure new
limit values and actions.

The menu contains the following fields:

Parameter Value

Trigger Enter here the temperature limit value
(min/max).

Possible values:
B Temperature above

B Temperature below




Parameter Value

Action Select the desired action.
Possible values:

B Enable (default value)

B Deactivating

Interface Select the interface via which the action is to be
carried out.

Possible values:

B Relay (default value): The overstepping of
the limit is coupled with the relay (see also
“Alarm relay” on page 22).

B <interface>: On overstepping the tempera-
ture limit, the selected interface is turned
off.

Table 2-2: Fields in the LOCAL SERVICES =» SURVEILLANCE =» TEMPERATURE = NEwW
menu

2.4 Alarm relay

The devices funkwerk WI1040, WI2040, WI3040, WI1065, WI2065 and
WI3065 are fitted with a relay. The rest (i.e. normal/unexcited/fault) state of the
contacts is open.

Function You can choose whether the relay is manually controlled or used as an alarm
relay, coupled with the red error LED. When manually controlled, the state of
the relay is set during booting when the configuration is loaded.

Funkwerk The relay is configured in the Funkwerk Configuration Interface under
Configuration Interface = PHYSICAL INTERFACES =% RELAY =» RELAY CONFIGURATION.




New Features

The menu contains the following fields:

Parameter Value

Port mode Possible values:

B Off (default value): The relay is manually
set to always open.

B On: The relay is manually set to always
closed.

B Alarm relay: The relay is automatically cou-
pled with the red error LED.

Table 2-3: Field in the PHYSICAL INTERFACES =» RELAY menu

2.5 WLAN - encryption possibilities
extended

In System software 7.6.1, the encryption possibilities have been extended.
The WPA Mobe WPA and WPA 2 is now available with AES or TKIP encryp-
tion or with both encryption methods.

2.6 Update command extended

In System software 7.6.1, the update command has an additional -q option
to define the inactive mode in the scheduler without outputing the Syslog
messages.







Changes

3 Changes

The following changes have been made in our system software to improve
its performance and usability:

“Setup Tool - WAN - Delay after Connection Failure” on page 25

B “External IP address” on page 25
B “Headings and String IDs” on page 26
B “Standard interfaces” on page 26

3.1 Setup Tool - WAN - Delay after Connec-
tion Failure

Formerly, in the WAN PARTNER - ADD -» ADVANCED SETTINGS menu, the
DELAY AFTER CONNECTION FAILURE (SEC) = 300 field was set by default. From
System software 7.6.1 BETA 5, this field is set depending on the LAYER 1
ProtocoL field. For LAYER 1 PRoTOCOL = PPP over Ethernet (PPPoE), PPP
over PPTP, PPP over L2TP (LNS mode), PPP over L2TP (LAC mode) or PPP
over ATM (PPPoA), DELAY AFTER CONNECTION FAILURE (SEC) = 60 by default.
For all other values, DELAY AFTER CONNECTION FAILURE (SEC) = 300 as previ-
ously.

3.2 External IP address

In the ROUTING = NAT -» PORT FORWARDING menu, the designation of the IP
ADDRESS field has been changed to EXTERNAL IP ADDRESS.
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3.3 Headings and String IDs

Colons have been removed from headings For E-MAIL NOTIFICATION SERVER
and E-MaAiL NOTIFICATION RECIPIENT, String IDs were added for the transla-
tion process.

3.4 Standard interfaces

In the SYSTEM ADMINISTRATION =» ADMINISTRATIVE ACCESS =» ACCESS menu, it is
no longer possible to delete standard interfaces, i.e. those interfaces that
were not set up via the Add button will always be shown.

System software
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Problems solved

4 Problems solved

Not all devices listed in chapter “Important Information” on page 7 were
affected by the following problems. If your device does not have the menu
of proerty in question, you can ignore the problem mentioned.

The following problems have been solved in System software 7.6.1:

4.1 Stacktrace in raw mode

(ID n/a)
In raw mode, pressing the tab key resulted in a stacktrace.

The problem has been solved.

4.2 Stacktrace with memory problems

(ID 8856)

The growth of the MIB table, APDISCSETTABLE, was unlimited. This could lead to
a full memory and stacktrace.

The problem has been solved.

4.3 Stacktrace during XMODEM transfer

(ID 9322)

In a timeout of an XMODEM transfer (e.g. when backing up the configuration),
a stacktrace could be performed without panic and without a reboot.

The problem has been solved.
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4.4 Panic and stacktrace when ACL mode
enabled

(ID 8776)
Enabling ACL mode caused panic and a stacktrace.

The problem has been solved.

4.5 Incorrect display of the start page

(ID n/a)

Despite the non-existence of an access authorisation, the log-in screen of the
Funkwerk Configuration Interface is displayed.

The problems have been solved; in the SECURITY =» LOCAL SERVICES ACCESS
CoNTROL = ADD menu, the HTTPS value was added in the Service field.

The problem has been solved.

4.6 Import of a configuration file failed

(ID 9303)

The import of configuration files in the "old" format (no CSV format) failed and
destroyed the boot configuration, because the HTTP import function did not rec-
ognise the two different formats.

The problem has been solved.

28 Release Notes System software



System software

Problems solved

4.7 Funkwerk Discovery Server faulty

(ID 8892)

If a number of addresses were assigned to a single interface, the Discovery
Server did not work correctly.

The problem has been solved.

4.8 Incorrect display of the
BIBOADMCONFIGDIRTABLE table

(ID 9926)

After the booting, the BIBOADMCONFIGDIRTABLE table did not display all data;
however, all the data was correctly saved.

The problem has been solved.

4.9 Problems with the input/output link of
the debug command

(ID n/a)

An input/output link (pipe) of the debug command with another command led to
misbehaviour.

For example, when calling debug all | grep XXX, no filtering was performed and
all of the lines were always output.

The debug command thus wrote incorrectly via the default error output instead
of the default output.

The problem has been solved.
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410 HTTP daemon crashed

(ID 9974)

In the event of a large number of simultaneous queries, the HTTP daemon
crashed.

The problem has been solved; the number of simultaneously possible queries
has been limited.

4.11 HTTPS connection problems

(ID 8900)

When configuring via HTTPS, it could happen that the connection was lost or
that although the connection was kept alive, the browser could display no data.

The problem has been solved.

4.12 SNTP server - wrong Destination Port

(ID 10062)

With the use of the SNTP server function, the router always used destination
port 123 for its response, which was incorrect.

The problem has been solved.

4.13 VLAN - Maximum number of VLANSs not
possible

(ID 8932)

In the LAN = VLAN - VLANs menu only 31 instead of 32 entries could be
made.
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The problem has been solved.

4.14 Bridge link configuration

(ID 9671)

In a bridge link configuration, the "Remote Link" status did not work. If the bridge
link remote configuration was deactivated, it became active again after reboot-
ing the device.

The problem has been solved.

4.15 Bridge - Test did not work

(ID n/a)

The test to see if more than one interface was set to New Bridge Group status
did not work.

The problem has been solved.

4.16 RADIUS - Problems with WLAN client
authentication

(ID 9118)

If, during a WLAN authentication via RADIUS, the first RADIUS server was not
reachable, no request was sent to the second RADIUS server.

The problem has been solved.
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417 LAN routes problem

(ID 9380)
A new LAN route was mistakenly linked via the default route to a WAN interface.

The problem has been solved.

4,18 WLAN - incorrect operation band can
be set in the FCI

(ID 7836)

In the WIRELESS LAN => WLAN1 menu, for OPERATION BAND = 5 GHz, the
WIRELESS MODE field was shown.

The problem has been solved, for OPERATION BAND = 5 GHz, the WIRELESS MODE
field is no longer shown. The wireless mode setting is fixed at 802.11a.

4.19 WLAN - client mode could not be dis-
abled

(ID 8819)

If the client mode was enabled on a wireless module, it could no longer be dis-
abled.

This problem has been solved.

4.20 WLAN - stacktrace

(ID 9783)

After a WLAN configuration, a stacktrace started.

System software
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The problem has been solved.

4.21 WLAN - connection problems to WI1040

(ID 9826)
It could occur that no cableless connection could be established to a WI11040.

The problem has been solved.

4.22 WLAN - data loss

(ID n/a)

It could occur that, after the first configuration on a WLAN bridge link, many data
packets were lost.

The problem has been solved.

4.23 WLAN - problems with bridge link

(ID n/a)
Various problems occurred with bridge links:

Multiple bridge links on the same radio module were not represented correctly.
On scanning, not all links were correctly recognised; the links of switched-off ra-
dio modules appeared in the list of links. It could occur that the automatic con-
figuration was performed, but the bridge did not work.

The problems have been solved.
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4.24 WLAN - status LED did not work

(ID n/a)

In bridge mode (a.k.a. WDS only), the WLAN status LED did not work. It flashed
regardless of whether the bridge status was up or down.

The problem has been solved.

4.25 WLAN - bridge link connection

(ID n/a)

If the radio mode of Bridge (a.k.a. WDS only) was switched to off, the MIB vari-
able OPERSTATUS in the MIB table wLANWDSTABLE incorrectly retained the true
value.

The problem has been solved.

4.26 WLAN - authentication problems

(ID 9908)

In WLAN client mode, connections with WEP encryption were not authenticat-
ed.

The problem has been solved.

4.27 WLAN - sporadic crash

(ID 9975)
On scanning the bridge link, a crash could occur.

The problem has been solved.
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4.28 WLAN - lack of checking

(ID 9906)

In the WIRELESS LAN = WLAN1 => WIRELESS NETWORKS (VSS) menu, no error
checking was carried out on the security settings entered.

The problem has been solved.

4.29 WLAN - MAC address

(ID 9064)

In the WIRELESS LAN -> WLAN1 -> WIRELESS NETWORKS (VSS) menu, a client
could continue to access the VSS, even after its MAC ADDRESS had been over-
written.

The problem has been solved.

4.30 WDS links were not shown

(ID 8528)

If, in the WIRELESS LAN = WLAN1 menu, under RADIO SETTINGS the operation
mode was set to Access point or Bridge and confirmed with OK, automatically
configured WDS/Bridge links were not shown.

The problem has been solved.

4.31 Multicast - problems with multicast
applications

(ID n/a)

Running multiple multicast applications simultaneously, problems could occur.
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The problems have been solved.

4.32 Multicast - icorrect entries in the
MIB tables iIGMPCACHETABLE and
IGMPSRCLISTTABLE

(ID n/a)

In the MIB tables IGMPCACHETABLE and IGMPSRCLISTTABLE, values were incor-
rectly saved although the MIB variables in these tables should have been write-
protected.

The problems have been solved.

4.33 Octet string with zeroes incorrectly pro-
cessed

(ID n/a)

The content of an octet string was accepted as a string. If the octet string includ-
ed a zero, it was only accepted up to the zero (end of string).

The problem has been solved, octet strings can noe include zeroes as valid val-
ues.

4.34 FCI - stacktrace when routing/bridging

(ID 9613)

In the SYSTEM ADMINISTRATION =» INTERFACE MODE /| BRIDGE GROUPS =»
INTERFACES menu, changing the MobDE / BRIDGE GROUP field from Routing to
Bridging or from Bridging to Routing triggered a panic followed by a stacktrace.

The problem has been solved.
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4.35 FCI - exception / stacktrace with port
forwarding

(ID 9655)

In the ROUTING =» NAT =» PORT FORWARDING menu, the INTERFACE = none set-
ting triggered an exception or a stacktrace and could no longer be reached via
the FCI.

The problem has been solved.

4.36 FCI - date and time not correct

(ID 9124)

If, in the SYSTEM MANAGEMENT =» GLOBAL SETTINGS =» DATE AND TIME menu, New
date and New time were set, the values were not applied.

The problem has been solved.

4.37 FCI - incorrect interface selection

(ID n/a)

In the LAN =» IP CONFIGURATION =» NEW menu, in the BASED ON ETHERNET
INTERFACE field, Bridges and WLAN routing were incorrectly included in the
available selection.

The problem has been solved.
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4.38 FCI - no hexadecimal input for the WEP
key

(ID 9679)

In the WIRELESS LAN - WLAN1 -> WLAN1 = WIRELESS NETWORKS (SSID) =
NEw menu, in the WEP KEYS 1-4 field, it was not possible to enter a hexadecimal
value.

The problem has been solved.

4.39 FCI - incorrect page layout

(ID 9625)
In the ROUTING = ROUTES =» IP ROUTES menu, the page layout was not correct.

The problem has been solved.

4.40 FCI - problems with external IP address

(ID 9289)

In the ROUTING =» NAT =» PORT FORWARDING menu, if the EXTERNAL IP ADDRESS
field was changed, problems occurred with entires in the MIB table
IPNATOUTTABLE.

The problems have been solved.
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4.41 FCI - load management could be incor-
rectly configured

(ID 9790)

In the ROUTING =»> LOAD SHARING =» LOAD SHARING GROUPS = NEw = ADD
menu, with a number of interfaces in the sum, a load share of more than 100 %
could be configured.

The problem has been solved: the load share sum is checked and an error mes-
sage is output if it exceeds 100 %.

4.42 FCI - filter rules and QoS - incorrect
warning

(ID 9901)

In the FIREWALL =» POLICIES =» FILTER RULES menu, if rules with USE QOS =
enabled were defined, in the FIREWALL =» POLICIES =» QOS menu, QoS interfac-
es were set up waren and one of these interfaces was deleted, the message
"Warning: changes not supported by the Setup Tool!" appeared in error.

The problem has been solved.

4.43 FCI - incorrect QoS queue

(ID 10011)
An FTP data session did not use the same QoS queue as the control session.

The problem has been solved.
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4.44 FCI-WDS link did not work

(ID 9869)
A WDS link with SEcURITY MODE = WEP 104 did not work.

The problem has been solved.

4.45 FCI - DNS test did not work

(ID 9978)

In the MAINTENANCE =» DIAGNOSTICS =» DNS TEST menu, the DNS test did not
work. After clicking on the Go button, nothing was indicated.

The problem has been solved.

4.46 FCI - display problems

(ID 9985, ID 9795, ID 10050, ID 9784, ID 9786, ID 10048, ID 9672, ID 9600, ID
9910)

In the PHYSICAL INTERFACES =» ETHERNET PORTS menu, the SFP port was not
shown.

In the ROUTING =» ROUTES =» IP ROUTES menu, when using Firefox V2, the IP
address and the netmask were shown outside the columns if the values includ-
ed the full 12 digits.

In the WAN = REAL-TIME JITTER CONTROL menu, the bridge group interfaces
were shown in error.

In the VPN => PPTP =» PPTP TUNNEL = NEw menu, with the IP ADDRESS MODE
= Provide IP Address setting, the DEFAULT ROUTE and CREATE NAT PoLicy fields
were incorrectly shown as enabled.
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In the VPN = PPTP = PPTP TUNNEL = NEw = ADVANCED SETTINGS menu, un-
der PPTP CALLBACK, if the CALLBACK field was not enabled, further possible set-
ting were nevertheless shown.

In the VPN =» PPTP = PPTP TUuNNEL = NEw menu, the PRIORITISE TCP-ACK
PACKETS field was shown in error.

In the MONITORING =» WLAN =» WDS and MONITORING =» WLAN =» BRIDGE-LINKS
menus, the respective WDS interfaces and WLAN bridges were not shown cor-
rectly.

In the MONITORING =» WLAN =» BRIDGE-LINKS menu, only the first bridge link was
shown, the second was missing.

In the MONITORING =» IPSEC =» IPSEC TUNNEL menu, the IP address was shown
inconsistently in the list.

The problems have been solved, these items are now shown correctly.

4.47 FCI - filter problems

(ID 9778, ID 9776, ID 9654, ID 9924, ID 9780, ID n/a)

In the ROUTING =» ROUTES =» IP ROUTES menu, the INTERFACE filter did not work
correctly.

In the WAN =» INTERNET + DIALUP =» PPOE menu, the entries could not be filtered
because the FILTER IN field was empty.

In the FIREWALL =» POLICIES =» FILTER RULES menu, the filters for the ACTION,
DATA TRAFFIC PPRIORITY and PoLicY ENABLED columns did not work correctly.

In the PBX =» CONNECTION DATA =» SINGLE CONNECTIONS menu, the DIRECTION
filter did not work correctly.

In the MONITORING =» INTERNAL LOG =» SYSTEM MESSAGES menu, the SUBSYSTEM
and LEVEL filter functions were swapped.

In tables, it could happen that the entries were incorrectly filtered.

The problems have been solved.
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