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dhcp 9, 51, 56
DN 88
DNS 88
Dont Send Cert Chains 102
Dont send Cert Req Payl. 102
Dont send CRLs 102
Dont Send Initial Contact 103
Dont send Key Hash Payl. 102
drop 52
DSA Signatures 37, 69
dump messages 106

E Edit Lifetimes 35
Email 88
Enable IPSec 4
Erste aktive Regel 6
ESP (Encapsulated Security Payload) 44, 76

F Filename 88
Flags 92
force Comp 46, 77
Funktionsweise 21

G Group 29, 60

H Heartbeats 30, 43, 61, 74
host 8, 50, 55



 IPSec bintec Benutzerhandbuch 121

I id_protect 38, 69
ID-Protect-Modus 21
id-protect-only 39, 70
Ignore Cert Req Payloads 101
IKE (Phase 1) Defaults 4
Import a Certificate/CRL using

 94
In 117
Incoming ISDN Number 19
Interface IP Settings 17
Interoperabilitäts-Flags 101
IP 88
IPComP 45, 76
IPsec (Phase 2) Defaults 4
ISDN Callback 19

K Kb 36, 67
Key Size (Bits) 83
Key to enroll 84
Kombination aus Verschlüsselungs- und Message Hash-Algorithmen für IKE 
Phase 1 31

L Lifetime 29, 42, 60, 74
Lifetime Restriction Based On 35, 66
LLC 25
LLC-and-SUBADDR 25
Local 116

Type 8, 49, 55
Local Address 5, 12
Local Certificate 31, 62
Local ID 31, 62, 115
Local/Remote

Type 50, 55
LPort 116

M M/R 6
Matching Policy 36, 67



 122 bintec Benutzerhandbuch IPSec

Max. Symmetric Key Length 103
MD5 47, 78
MD5 (Message Digest #5) 33, 63
Messages 13
Method 85
Mode 24, 29, 60
MODP 36

N Name 95
NAT Traversal 40, 71
Nat-Traversal 31
Nat-Traversals 62
net 9, 51, 56
no Comp 46, 77
NONE 89
NULL 46, 47, 77, 78

O Oper Status 12
Out 117
Outgoing ISDN Number 19
Own Certificates 91
own/peer 9, 51, 57

P Packets In 113
pass 52
Password 86
Peer Address 15
Peer Certificates 91
Peer IDs 16
Peers Blocked 112
Peers Dormant 112
Peers Up 112



 IPSec bintec Benutzerhandbuch 123

Phase 1
Authentication Method 37, 68
Group 36, 67
Lifetime 65
Local Certificate 39, 70
Local ID 39, 70
Mode 38, 69
Proposal 31, 62

Phase 2

Lifetime 48, 79
Proposal 44, 75

PKCS#12-Unterstützung 95
Please enter certificate data 94
Port 6
Pre Shared Key 16
Pre Shared Keys 37, 68
Profile 50
Propagate PMTU 44, 75
Proposal 6, 29, 42, 60, 74
protect 52
Proto 6
Protocol 7, 49, 54
Pto 116

R RA-Certificate (Encrypt) 91
RA-Certificate (Sign) 90
RADIUS Authentication 103
range 9, 51, 56
Registration-Authority-Zertifikate im SCEP 89
Remote 116

Type 8, 50, 55
Remote Address 6, 12
Remote ID 114
Remote IP 114
Request Cert 83
RID 88
Rijndael 32, 46, 63, 77



 124 bintec Benutzerhandbuch IPSec

RipeMD 160 33, 64
RPort 117
RSA Encryption 38, 69
RSA Public Exponent 83
RSA Signatures 38, 69

S SAs Phase 1 13, 112
SAs Phase 2 13, 113
Schritt 1 (NAT-Einstellungen) 107
Schritt 2 (Erstellung der Proposals) 107
Schritt 3 (Authentisierungsart festlegen) 108
Schritt 4 (Zertifikat beantragen) 108
Schritt 5 (Eigenes Zertifikat) 108
Schritt 6 (CA-Zertifikat) 108
Schritt 7 (CRL Server / Peer Certificate) 109
Schritt 8 (Peer) 109
Schritt 9 (Peer Traffic / Peer Interface) 109
Seconds 35, 66
Serial No 92
Server 87, 95
Setup Tool Wizard 3
SHA1 47, 78
SHA1 (Secure Hash Algorithm #1) 33, 64
Signing algorithm to use 87
skip 107
start (wizard) 107
Start Wizard 105
State of Last Enrollment 87
SUBADDR 25
Subject Alternative Names 88
Subject Alternative Names – Type 88
Subject Alternative Names – Value 88
Subject Alternative Names (optional) 87
Subject Name 86
Subject Names 92
Sync SAs With Local Ifc 103



 IPSec bintec Benutzerhandbuch 125

T TARSEH 114, 115
Tiger 192 33, 64
Traffic List Settings 17
Transfer own IP Address over ISDN 23
Trust ICMP Messages 102
try specific D channel mode, fall back on B 24
Twofish 32, 46, 63, 77
Type 88
Type of Certificate 93, 94
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Destination IP-Address 6, 37
Destination Mask 37, 42
Destination Port 9, 10, 42
DHCP Assignment 77
Dialout 65
Direction 45, 101
Distribution 102
Distribution Fraction (in percent) 34
Distribution Mode 33



 104 bintec Benutzerhandbuch IP

Distribution Policy 33, 35
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Password 62, 89
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Primary WINS 11
Priority 63, 68, 101
Protocol 9, 16, 37, 41, 62, 91
Provider 89
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