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Router

The router mod ule pro vides fea tures for link ing a PC to a LAN (Lo cal area net work) and en ables high speed internet
ac cess us ing xDSL or ISDN. Re quired safety is pro vided by an im ple mented firewall in con junc tion with NAT (net -
work adress trans la tion). The func tions DHCP server and DNS proxy en sure that the scope of con fig u ra tion, both for
your router sys tem and your PC, is kept to a min i mum . Internet ac cess for all of the PCs con nected to the router is
pro vided via one sin gle con nec tion (SUA - sin gle user ac count).

Router of the ICT PABX sys tem

What is a router?

A router al lows LAN cli ents (com put ers, PC within a net work) of one net work (LAN) to ob tain ac cess to a dif fer ent
net work, for ex am ple the Internet. Ac cess to the Internet is made avail able by var i ous Internet ser vice pro vid ers
(ISP).

In this pro cess, the router searches for a path on which data can be ex changed be tween the LAN cli ents in the lo cal
net work and the Internet. Link ing to the Internet can be car ried out via an xDSL and / or an ISDN con nec tion.

Router of the PABX system

The PABX sys tem router is equipped with a WAN/xDSL and a LAN port. The router is con nected to an other net work, 
for ex am ple the Internet, via the WAN/xDSL port. You can hook up a DSL or ca ble model for con nec tion to the
Internet. 
The WAN-con nec tion is an Ethernet-based port (10BaseT, 10MBit/s, half- du plex).

The LAN port is for your lo cal net work. Here, you can di rectly con nect up a PC equipped with built-in net work card.
If you wish to net work sev eral PCs you can ac com plish this us ing an ad di tional hUB / switch. 
The LAN-con nec tion is an Autosensing Fast Ethernet port. It sets it self au to mat i cally (from 10 Mbit/s half-du plex up
to 100 Mbit/s full du plex) to the max i mum data trans fer rate of the re mote lo ca tion (PC).

These PCs are also part of your lo cal net work and can, for ex am ple, ex change files or take ad van tage of the Internet
con nec tions via the router. All LAN cli ents that are linked are in te grated into the lo cal net work via the TCP/IP pro to -
col.

Fur ther PCs can be linked to your net work via RAS. Here, the IP ad dress is al ways as signed by the router, even when
the DHCP server is de-ac ti vated. Un der “Ad dress as sign ment” in the con fig u ra tion pro gram you can de-ac ti vate the
DHCP server and in put the start ing ad dress for RAS. The fol low ing 4 IP ad dresses are then au to mat i cally re served for 
RAS.

Us ing the Re mote Ac cess Server (RAS) a field rep re sen ta tive, for ex am ple, can call into the lo cal net work from an ex -
ter nal lo ca tion and then via the lo cal net work ac cess the Internet. Ac cess from an ex ter nal lo ca tion is only pos si ble via 
an ISDN con nec tion. Ex ter nal ac cess is pro vided with user-name and pass word pro tec tion. If the call is made from an 
ex ter nal lo ca tion only, the phone num ber can also be mon i tored as an added pro tec tion fea ture. Note that this ac cess
por tal is not pro tected by a firewall!

Which Internet connections are supported?

You can set up a con nec tion to the Internet with your router as fol lows:

· Dial-up con nec tions over ISDN (using PPP pro to col, with one or two ISDN B chan nels, i. e. at 64
kbit/s or 128 kbit/s).
The se ty pes of con nec tions re qui re ac cess data with the num ber to be di aled, the user name and
pass word and, in some ca ses, ot her in for ma ti on such as the IP ad dress of the name ser ver and any 
in for ma ti on about the data com pres si on me thod that is used (VJH).

· Using xDSL (for ex am ple ADSL - T-DSL) in con juncti on with a DSL mo dem that is com pa ti ble
with your ISP via PPPoE. 
The se con nec tions re qui re your user name and pass word as ac cess data.

Router of the ICT PABX sys tem Router
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· Using xDSL (for ex am ple: B: SDSL) in con juncti on with a DSL mo dem that is com pa ti ble with
your ISP with a set, pub lic IP ad dress. The se con nec tions re qui re the pub lic IP ad dress that you
have been as sig ned, the IP ad dress of the next gate way (next hop) and the IP ad dress for the name
ser ver of your pro vi der.

The ISP that you wish to use for your Internet con nec tions is set in the con fig u ra tion of the router. You can con fig ure
up to 10 ISPs. You can then de fine fur ther set tings for each ISP, such as user name, pass word, phone num ber, etc..
You can also de fine whether the con nec tion to the Internet is to be set up au to mat i cally (de fault set ting) and that the
next ISP in your list is to be se lected once the con nec tion has been es tab lished (fall-back).

When the PABX sys tem router re ceives the com mand to es tab lish an Internet con nec tion this con nec tion is set up
us ing the first ISP in your list. If the con nec tion is set up suc cess fully all of the cli ents in your net work can ac cess the
Internet. If the Internet con nec tion is no lon ger needed (in ac tiv ity) it is ter mi nated af ter a de fined time (Short Hold).

If an Internet con nec tion can not be set up us ing the se lected ISP an at tempt is made to es tab lish the con nec tion us ing
the next ISP in your list (fall-back).

When an Internet con nec tion is ter mi nated, the first ISP in the list is used when the next con nec tion at tempt is ini -
tially car ried out.

If “hubs” are in stal led in your net work, for ex am ple, or if a con nec ti on to the In ter net still exists, data pa ckets may
con ti nue to be sent to the rou ter and the con nec ti on can not be ter mi na ted.

System telephones

You can con fig ure a func tion key on the elmeg CS410 sys tem tele phone for mon i tor ing router func tions. The LED for 
the func tion key then in di cates the sta tus of the router con nec tion (none, con nec tion via ISDN, con nec tion via
WAN/xDSL). A new Internet con nec tion can then be set up, or an ex ist ing con nec tion ter mi nated, just by press ing
the func tion key. Au tho ri za tion for set ting up or ter mi nat ing router con nec tions is man aged by the PABX sys tem.

Router Router of the ICT PABX sys tem
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De fault set tings of the router

Default setting functions of the router

· DHCP ser ver, DNS ser ver, DNS proxy ac ti ve

· Pa cket Fil ter Fi re wall

Default IP addresses for the local area network

The fac tory set tings are al ready suf fi cient for us ing the router to ac cess the Internet from your lo cal net work. You
have to de fine (when con fig ur ing the router) the Internet ser vice pro vider that you wish to use.

The IP ad dresses for your lo cal area net work are then dis trib uted as fol lows:

192.168.1.1 to 
192.168.1.49

Freely assignable IP addresses as for example for LAN
clients with a fixed IP address

192.168.1.50 to
192.168.1.69

IP addresses that are allocated to corresponding LAN
clients by the router. (Number of DHCP clients: 20)

192.168.1.70 to192
192.168.1.80

Reserved IP-addresses (4) RAS. These addresses must
always remain reserved and may not be assigned as set IP addresses.

192.168.1.81 to
192.168.1.249

Freely assignable IP addresses as for example for LAN
clients with a fixed IP address

192.168.1.250 IP address for the PABX

192.168.1.251 
to192 
192.168.1.254

Freely assignable IP addresses as for example for LAN
clients with a fixed IP address

Plea se note that each IP ad dress can only be as sig ned once. The first and last IP ad dress for a net work may not be as -
sig ned to LAN clients. In this ex am ple: 192.168.1.0 and 192.168.1.255.

Ex am ple for the hint:

255.255.255.0 Subnet mask for all components on the network
(PABX, LAN clients,.. . )

192.168.1.250 Gateway IP address (router)

192.168.1.250 IP address for the DNS server (router). The PABX
system also acts as a DNS proxy in place of the ISP’s DNS server.

What are IP addresses and subnetwork masks?

With the ini tial set tings IP ad dresses and subnetwork masks are al ready set for the PABX sys tem router. Both of these 
val ues are each 4 bytes in length.

IP ad dress: 192.168.1.250

Subnet mask: 255.255.255.0

The IP ad dress is an ad dress that is re served for pri vate lo cal net works.

The subnetwork de fines that this is a Class C net work in which up to 254 LAN cli ents can be linked. Us ing the
subnetwork mask an IP ad dress can be di vided into the net work ad dress and the host ad dress (ad dress of the PC).

De fault set tings of the router Router
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Example for the router:

Router 
IP ad dress:

192.168.1.250

IP netmask for the
 router:  

255.255.255.0

Net work part of the 
IP ad dresses:

192.168.1.xxx

Host part of the ad dress: x.x.x.250

First us able
IP ad dress:

192.168.1.1 (netmask: 255.255.255.0)

Last us able
IP ad dress:

192. 168. 1. 254 (netmask: 255.255.255.0)

You can as sign the avail able IP ad dresses to the in di vid ual LAN cli ents man u ally, or have them as signed by the router 
through DHCP. No IP ad dress may be used si mul ta neously by more than one cli ent how ever. With re gard to the ex -
am ple given above this means that the ad dress 192.168.1.250 may not be al lo cated again, as it is al ready be ing used by 
the router.

The net work part of the IP ad dress may not be changed, as oth er wise the LAN cli ents would not all be lo cated within
the same IP net work. A PC with the IP ad dress 192.168.2. 1 is lo cated in a dif fer ent net work. A PC from the router net
would not be able to lo cate this other PC if it is not within its own net work. 
In ad di tion, the same subnetwork mask must also be en tered at all LAN cli ents lo cated within the same net work.

Router De fault set tings of the router
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Router func tions

Automatic access to the Internet, Fallback

Sev eral ISPs (ISP – Internet Ser vice Pro vider) can be set up in the PABX. Con nec tiv ity to the Internet is pro vided via
the WAN port (e.g. DSL port), or via an ISDN port. If re quired, con nec tion to the Internet can be set up au to mat i cally. 
If your se lected ISP is not avail able, the next ISP in the list will be se lected au to mat i cally.

Short Hold

Short Hold means that the router ter mi nates the Internet con nec tion au to mat i cally af ter a configurable time pe riod
when there is no ex change of data from/to the Internet (in ac tiv ity). You can set this time sep a rately for each ISP that
you have con fig ured. 
This can re sult in in creased con nec tion costs with fre quent, short ex cur sions into the Internet, for ex am ple for pick -
ing up e-mails, as the con nec tion is al ways main tained for the du ra tion of the set hold ing time.

Dynamic ISDN

Higher data trans fer rates can also be achieved for Internet ac cess via the ISDN con nec tion by bun dling the two B
chan nels for the con nec tion. If an Internet con nec tion with chan nel bun dling is ac tive and a B chan nel is needed for
te le phony or fax mes sages, one B chan nel is dis con nected from the Internet con nec tion. On com ple tion of the voice
con nec tion the B chan nel re verts au to mat i cally to use for the Internet con nec tion.
This func tion is sup ported as long as you have only one ex ter nal ISDN con nec tion con fig ured.

Dialer protection

Di aler pro tec tion mon i tors all ex ter nal “Data links” for the PABX sys tem. This func tion pro vides pro tec tion against
in ad ver tent di al ing of ex tra pay num bers, in Ger many so-called “190" num bers. Data links are set up only to en abled
num bers. The ISP num bers are en abled au to mat i cally and do not have to be en tered in the list of un re stricted data
num bers.

DHCP server

PCs can be pro vided with a ma jor por tion of the con fig u ra tion re quired for LAN and Internet ac cess via the DHCP
(Dy namic Host Con fig u ra tion Pro to col). The DHCP server in te grated into the PABX is ca pa ble of sup ply ing cor re -
spond ing con fig u ra tions to sev eral PCs (LAN-cli ents). IP ad dresses are dy nam i cally al lo cated to the cli ents. This
mode is rec om mended to dis pense with the com pli cated, man ual con fig u ra tion of the IP ad dresses for the PC that
would oth er wise be re quired.

DNS server

The DNS server (Do main Name Server) has the task of es tab lish ing names within a net work. In this pro cess the IP ad -
dresses of the PCs (e.g. LAN cli ents) are trans formed into names. You must there fore know the name, and not the IP
ad dress, of a PC that you wish to ac cess, or are search ing for. The DNS server can also es tab lish names that are not in -
cluded in the lo cal net work.

DNS-Proxy

A proxy as sumes a sur ro gate func tion for the lo cal net work (LAN) in a dif fer ent / ex ter nal net work. Here, the DNS
proxy ac cepts the name que ries from the LAN cli ent and sub mits them to the ex ter nal net work, e.g. Internet, as its
own que ries. The proxy then takes the re sponse from the ex ter nal net work and for wards it to the LAN cli ent that
placed the orig i nal query. In ad di tion, the re sult from the query is stored for a de fined time (configurable) to an swer
any sub se quent que ries of the same type.

Dynamic DNS

Us ing Dy namic DNS you can also of fer your own Internet ser vices (e.g. WEB, FTP or e-mail serv ers). Usu ally you
must have a fixed leased line or a fixed IP ad dress for this so that you can al ways be reached at the same URL (for ex -
am ple: www.bin tec-el meg.com). 
You are as signed a new IP ad dress by the ISP each time you dial in to the Internet how ever. Us ing Dy namic DNS you
can link this au to matic (dy namic) IP ad dress with a set name. The router will then in form your Dy namic DNS ser vice 
pro vider (e.g. www.dyndns.org) au to mat i cally of the new IP ad dress. Internet en qui ries for your Web ser vices are
then au to mat i cally for warded to your dy namic IP ad dress via your ser vice pro vider.

Us ing Dy namic DNS

Router func tions Router
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· Con fi gu re an In ter net ad dress (URL) at a Dy na mic DNS ser vi ce pro vi der. For ex am ple, at
“www.dyndns.org” con fi gu re the ad dress “www.my-ho me pa ge.dyndns.org”.

· Con fi gu re the LAN client of the net work in which you wish to of fer your Web ser vi ces with a set
IP ad dress. For ex am ple, let’s say we want to con fi gu re a Web ser ver with the IP ad dress
192.168.1.200.

· Ac ti va te the Dy na mic DNS functi on in the rou ter and en ter the In ter net ad dress (URL) for your
Dy na mic DNS pro vi der (in the ex am ple here www.dyndns.org).
Add the ne ces sa ry fil ters in the fi re wall to al low the PC with the Web ser vi ces to be rea ched from
an ex ter nal lo ca ti on.
- Con fi gu re port map ping for Port 80 (HTTP pro to col) to IP ad dress 192.168.1.200.
- Con fi gu re the fil ters that per mit in co ming and out going WAN con nec tions at Port 80.

· The rou ter will au to ma ti cal ly in form your Dy na mic DNS pro vi der of your cur rent dy na mic IP ad -
dress each time a con nec ti on is set up with the In ter net. The in for ma ti on about the IP ad dress is
trans fer red af ter set ting up a new In ter net con nec ti on, as well as du ring an on going In ter net con -
nec ti on.

· A PC in the In ter net en ters the ad dress (URL) “www.my-ho me pa ge.dyndns.org”. In this way it
rea ches your Dy na mic DNS ser vi ce pro vi der. Your ser vi ce pro vi der re rou tes the con nec ti on to
your cur rent dy na mic IP ad dress.

· Any in co ming con nec ti on is hand led in ac cor dan ce with the con fi gu red fil ters. In the ex am ple gi -
ven here the in co ming WAN con nec ti on at port 80 is for war ded to the LAN client with the IP ad -
dress 192.168.1.200. The ac ces si ble In ter net si tes of your Web ser ver are dis play ed at the out si de
PC.

NAT

NAT (Net work Adress Trans la tion) pro tects the con nected LAN-cli ents against at tacks from the Internet. Here, the
in ter nal IP ad dresses are not passed on to the Internet. The router car ries out the trans fer to the Internet and dis trib -
utes the in com ing data pack ets in the in ter nal sys tem. This only re quires one ex ter nal IP ad dress. The in ter nal IP ad -
dresses are pro tected from at tacks from out side. The in ter nal IP ad dresses can not be tar geted by hack ers, as these IP
ad dresses are non-ac ces si ble.

Packet Filter Firewall

The in te grated fil ter firewall packet also pro vides you with en hanced se cu rity against at tacks from the Internet. A
firewall acts as a log i cal wall for data pack ets be tween the Internet and the LAN which has »holes« for cer tain pack ets
(firewall rules, also known as fil ters), al low ing these pack ets to pass through the wall. The fil ters are de scribed by
rules whose con fig u ra tion re quires ex pert knowl edge about the TCP/IP pro to col fam ily. The firewall of the router
can be eas ily con fig ured us ing a Fil ter Wiz ard in which you need to in di cate (in plain text) whether you wish to al low
de fined ap pli ca tions ac cess to the Internet.

Portmapping

You wish to ac cess your PC from an ex ter nal lo ca tion via Internet. Nor mally, ac cess via the firewall should be pro hib -
ited. When you use port map ping, ac cess to a router port that you have en abled is per mit ted from an ex ter nal lo ca -
tion. The router then for wards the ac cess re quest to the de fined port of the PC in the net work. A fixed IP ad dress must
be as signed to this PC. When the PC re turns data pack ets the IP ad dress and port num ber of the PC are re placed by
the router with the num ber for the port map ping port and the router IP. For “out sid ers” on the Internet it then ap -
pears as though there is only one con nec tion to the router.

Plea se note that when you use port map ping the fi re wall for the ports en ab led for this functi on is inef fec ti ve. The
tar get PC in your LAN may then be sus cep ti ble to any po ten ti al at tacks. 

Port map ping is prac ti cal when you wish to run a game server on your own, for ex am ple. 

· You can make this ser ver ac ces si ble via the In ter net to ot her users. 

· Or, if you re qui re cer tain peer-to-peer file sha ring soft wa re that pro vi des grea ter downlo ad band -
width. 

Router Router func tions
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· When the cor re spon ding PC in your LAN is to be ac ces si ble from the In ter net (not pos si ble in the
stan dard con fi gu ra ti on with NAT). In this case, cer tain UDP and TCP ports must be re rou ted to a
PC in the LAN.

RAS-Server

Us ing the Re mote Ac cess Server (RAS) a field rep re sen ta tive, for ex am ple, can call into the lo cal net work from an ex -
ter nal lo ca tion and then via the lo cal net work ac cess the Internet. Ac cess from an ex ter nal lo ca tion is only pos si ble via 
an ISDN con nec tion. 

Ex ter nal ac cess is pro vided with user-name and pass word pro tec tion. If the call is made from an ex ter nal lo ca tion
only, the phone num ber can also be mon i tored as an added pro tec tion fea ture. Ac cess can be en abled for sev eral us -
ers. A Win dows en able (ac cess to com puter, files or print ers) and Internet en able can also be con fig ured for each
user.

Note that this ac cess por tal is not pro tec ted by the fi re wall!

A PC that di als into the lo cal net work via RAS is au to mat i cally as signed an IP ad dress by the in te grated DHCP server.

LAN-CAPI

The pack age in cludes a pro gram called »CAPI for LANs« for use in your net work. This soft ware can be in stalled on
any PC in the net work. This gives you the pos si bil ity of run ning your CAPI ap pli ca tion from a cen tral lo ca tion via an
in ter face, i. e. the PABX sys tem. There is no ISDN card re quired for the PCs. Please note that soft ware used for the
CAPI ap pli ca tion may re quire cer tain li cense agree ments with the soft ware man u fac turer. The programme »CAPI in
LAN« does not re quire a li cense to run.

LAN-TAPI

The pack age in cludes a pro gram called »TAPI for LANs« for use in your net work. This soft ware can be in stalled on
any PC in the net work. This gives you the pos si bil ity of run ning your TAPI ap pli ca tion from a cen tral lo ca tion via an
in ter face, i. e. the PABX sys tem. There is no ISDN card re quired for the PCs. Please note that soft ware used for the
TAPI ap pli ca tion may re quire cer tain li cense agree ments with the soft ware man u fac turer. The programme »TAPI in
LAN« does not re quire a li cense to run.

Router func tions Router
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Con fig u ra tion of the Internet Ser vice Pro vider (ISP)

An Internet Ser vice Pro vider pro vides you with an »en trance por tal« to the Internet. A dis tinc tion is made be tween
ISPs with whom you have a con tract (for ex am ple T-On line) and Internet-by-call pro vid ers that bill you through
your phone bill (for ex am ple Freenet).

The type of ac cess is in de pend ent of the tar iff charges; this can be based on ac tual time, vol ume or be a flat rate.

You can set up a con nec tion to the Internet with your router as fol lows:

· Dial-up con nec tions via ISDN (using PPP pro to col, with one or two ISDN B chan nels, i. e. at 64
kBit/s or 128 kBit/s).
The se ty pes of con nec tions re qui re ac cess data with the num ber to be di aled, the user name and
pass word and, in some ca ses, ot her in for ma ti on such as the IP ad dress of the name ser ver and any 
in for ma ti on about the data com pres si on me thod that is used (VJH

· Via xDSL (for ex am ple ADSL - T-DSL) in con juncti on with a DSL mo dem com pa ti ble with your
ISP using PPPoE. 
The se con nec tions re qui re your user name and pass word as ac cess data.

· Using xDSL (for ex am ple: B: SDSL) in con juncti on with a DSL mo dem that is com pa ti ble with
your ISP with a set, pub lic IP ad dress. You must have the pub lic IP ad dres ses that you have been
as sig ned, the IP ad dress for the next gate way (next hop) and the IP ad dress of the name ser ver of
your pro vi der for the se con nec tions.

Internet-by-Call

The Pro fes sional Configurator of the PABX sys tem con tains a list of Internet-by-call ISPs from which you can se lect a
pro vider. The ad van tage here is that you can set up an Internet con nec tion im me di ately with out first hav ing to agree
to a con tract. (The req ui site ac cess data are al ready con tained in the con fig u ra tion soft ware for the Internet-by-call
ISPs that are listed). You can change this con fig u ra tion when you de cide to con clude a con tract with a pro vider for
ex am ple (at pres ent re quired for all DSL pro vid ers).B: 

· Fall back con fi gu ra ti on for se ve ral ISPs »In ter net al ways works«

· You can con fi gu re more than one IPS in your PABX sys tem.

· You have one DSL con nec ti on that is not al ways avai la ble.
Here, you can con fi gu re the rou ter so that it au to ma ti cal ly at tempts to set up an In ter net con nec -
ti on via DSL. If this at tempt is un suc cess ful In ter net con nec ti on over ISDN can be pro gram med
using a dif fe rent ISP.

· You are using a pro vi der that is not al ways avai la ble (some In ter net-by-call pro vi ders have very
rea so na ble ra tes, but their ac cess no des are over loa ded due to he avy traf fic du ring peak ti mes).
Here you can sim ply con fi gu re se ve ral In ter net-by-call pro vi ders. The rou ter will au to ma ti cal ly
at tempt to set up a con nec ti on with one of the con fi gu red ISPs.

You can eas ily change the or der of the ISPs with which the Internet con nec tion is to be set up (»Fallback or der« down
/ up). You can also set the num ber of and in ter vals be tween these at tempts at set ting up an Internet con nec tion for
each ISP that has been con fig ured. When the wait ing pe riod be tween the at tempts ex pires and when the con fig ured
num ber of ac tual at tempts is reached and no con nec tion has been es tab lished, the next ISP in the list is se lected.

Con nec tion to the Internet is al ways set up au to mat i cally by the router when a data packet is to be sent to the Internet.
This oc curs au to mat i cally when you en ter http://www. bin tec-el meg.com in your browser for ex am ple.

Bil ling of the costs is made through the te le pho ne bill from your net work pro vi der.

Discontinuing an Internet connection

Man ual ter mi na tion of a con nec tion

Click on the sym bol for the »ControlCenter« in the task bar and se lect »Ter mi nate con nec tion to pro vider«.

Router Con fig u ra tion of the Internet Ser vice Pro vider (ISP)
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Au to matic ter mi na tion of a con nec tion

Af ter a set time (which can be de fined), dur ing which there is no data traf fic to the Internet, the con nec tion is ter mi -
nated au to mat i cally.  You can ac ti vate/de-ac ti vate this func tion in the con fig u ra tion.

· If you set the pa ra me ter »Ter mi na te on inac ti vi ty« too high, this may re sult is con si der able costs
for time-ba sed char ges.

· If “hubs” are in stal led in your net work, for ex am ple, or if a con nec ti on to the In ter net still exists,
data pa ckets may con ti nue to be sent to the rou ter and the con nec ti on can not be ter mi na ted.

· If the rou ter de ter mi nes that the re is in co ming data from the In ter net the con nec ti on will not be
ter mi na ted au to ma ti cal ly when the set inac ti vi ty time ex pi res. This can re sult in con si der able
costs, even though you are not ac tu al ly using the In ter net con nec ti on. This can oc cur, for ex am -
ple, when a port scan is con duc ted to ward the rou ter (fre quent ly the ad van ce sta ges of a ha cker
at tack). A furt her pos si bi li ty is that peer-to-peer file sha ring soft wa re has been run using the IP
ad dress that was as sig ned au to ma ti cal ly to the rou ter by the ISP. In this case, que ries for
downloa ding fi les from the In ter net to the IP ad dress cur rent ly being used for your In ter net con -
nec ti on can con ti nue to ar ri ve over an ex ten ded pe ri od of time. Alt hough the se que ries can not be
re spon ded to they can not be tech ni cal ly pre vented ei ther.

If you have a flat rate char ge with your ISP you can set the pa ra me ter »Ter mi na te on inac ti vi ty« to. In this case the
rou ter will not au to ma ti cal ly ter mi na te the In ter net con nec ti on, but will re-estab lish the con nec ti on if re qui red (for
ex am ple B: af ter being dis con nec ted by the ISP). If you have con fi gu red se ve ral ISPs, make sure that you make this
set ting for the cor rect ISP en try in the ISP list!

Using a fall-back

Let’s as sume you have a DSL con nec tion with the Deut sche Telekom AG (Ger man Telecom) and have se lected T-On -
line as your ISP. 

You have con fig ured three ISPs:

· 1. In ter net ac cess via T-DSL (T-On li ne). The rou ter will use the PPPoE pro to col at the WAN port.
En ter your ac cess data (mark the ISP in the list, field »Edit«, field »Ac cess data for T-On li ne«)

· 2. In ter net ac cess via ISDN (T-On li ne). The rou ter uses an ISDN dial-up con nec ti on (and the PPP
pro to col). En ter the same ac cess data (mark the ISP in the list, field »Edit«, field »Ac cess data for
T-On li ne«).

· 3. In ter net ac cess using an In ter net-by-call pro vi der. The rou ter uses an ISDN dial-up con nec ti on
(and the PPP pro to col). When you se lect an In ter net-by-call pro vi der from the de fi ned list, the
cor re spon ding pa ra me ters are al rea dy con fi gu red (»Ac cess data«, »Num ber«).

If there is a dis tur bance with the DSL con nec tion, the router will, af ter a con fig ured time pe riod keep at tempt ing to
set up the Internet con nec tion for the num ber of times con fig ured in the field »Num ber of con nec tion at tempts.  You
can ac ti vate/de-ac ti vate this func tion in the con fig u ra tion. You can set the in ter vals be tween the at tempts us ing the
pa ram e ter »Time be tween at tempts« in the con fig u ra tion item Net work Internet. You can set the num ber of at -
tempts and the in ter val be tween these at tempts sep a rately for each ISP that has been con fig ured.

Af ter that, the router will use the next ISP con fig ured in the list for at tempt ing to set up a con nec tion.

If the con nec tion is dis rupted and an at tempt is to be made later to re-es tab lish the con nec tion, this cy cle is re started
be gin ning with the first en try in the list.

Con fig ur ing DHCP server and IP ad dress al lo ca tion

Af ter you con nect a PC IP ad dresses must be as signed. When do ing this you must en sure that the IP ad dresses as -
signed to the PCs and the router are in the same IP net work. This also ap plies when you wish to use com mon re -

Con fig ur ing DHCP server and IP ad dress al lo ca tion Router

9



sources within a LAN with sev eral PCs (for ex am ple, en abled di rec to ries, net work drives, net work print ers). All PCs
lo cated within the net work re quire an IP ad dress.

You can de fine in the sys tem con fig u ra tion the num ber of pos si ble LAN cli ents via DHCP and the first IP ad dress that
is to be as signed via DHCP. The re quired num ber of IP ad dresses is as signed to the PCs (DHCP cli ents) in as cend ing
or der. Eleven ad di tional IP ad dresses for the DHCP server are al ways re served for PCs that are in te grated through
RAS (re mote ac cess server) into the lo cal net work. If the in te grated DHCP server is ac ti vated the 11 IP ad dresses
which come af ter the con fig ured DHCP ad dress range are used for RAS cli ents. When the DHCP serv ers are de-ac ti -
vated the 11 IP ad dresses that come af ter the set DHCP start ad dress will be used for RAS cli ents. 

If you se lect a con fig u ra tion in which some PC re ceive their IP ad dresses via DHCP, while oth ers use set (man u ally
con fig ured) IP ad dresses, the fol low ing cri te ria must be ful filled:

· All IP ad dres ses must be long to the same IP net work, mea ning that the net work part of the IP ad -
dress (and with it, the net mask) must be iden ti cal. Ex am ple:

· Rou ter IP ad dress: 192.168.1.250

· IP net mask for the rou ter: 255.255.255.0

· Net work part of the IP ad dres ses: 192.168.1.xxx

· First usa ble IP ad dress: 192.168.1.1
(net mask: 
255.255.255.0)

· Last usa ble IP ad dress: 192.168.1.254
 (net mask: 
255.255.255.0)

· First IP-ad dress via DHCP: 192.168.1.50 (as per con fi gu ra ti on)

· Last IP ad dress through DHCP: 192.168.1.69 (by con fi gu ra ti on)

· Num ber of IP ad dres ses by DHCP: 20

· IP ad dres ses for RAS per DHCP (4 re ser ved)
first IP-ad dress: 192.168.1.70
last IP-ad dress: 192.168.1.73

· One IP ad dress may not be used by more than one client at any one time; with re gard to the ex am -
ple gi ven abo ve this me ans that the IP ad dres ses 192.168.1.2 to 192.168.1.49 and 192.168.1.74 to
192.169.1.249 and 192.168.1.251 to 192.169.1.254 can be used for PCs which have ma nu al ly con -
fi gu red IP ad dres ses.

Furt her con fi gu ra ble pa ra me ters for the DHCP ser ver that you can se lect al low you the op ti on of also using the
DHCP ser ver in the exi sting LAN en vi ron ment.

De fault TTL

If you can not reach cer tain sites in the Internet (a »ping« is an swered with the mes sage »des ti na tion un reach able«) it
may be mean ing ful to in crease the pa ram e ter »TTL« (de fault is 64) and spec ify that all PCs con fig ured via DHCP to be 
re-as signed con fig u ra tion from the DHCP server (or sim ply re start your PC). 

MTU

The pa ram e ter »MTU« is used for de fin ing the data packet size used in the LAN. Only pack ets with a max i mum »pay -
load« of 1452 bytes can be trans ported via a DSL Internet por tal (when the PPPoE pro to col is used, for ex am ple with
T-On line. Pack ets in the router should not be split up first and re ply pack ets not re-as sem bled. It is there fore ex pe di -
ent to use an »MTU« of 1452 bytes to achieve the great est pos si ble data through put rate for the DSL con nec tion. This
may, how ever, re sult in the data trans fer rate in the LAN be ing re duced slightly.

DHCP lease time

Router Con fig ur ing DHCP server and IP ad dress al lo ca tion
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The lease time is the time (in sec onds) for which a LAN cli ent re ceives an as signed IP ad dress be fore that ad dress is
fetched and re turned to the DHCP server ad dress pool. A LAN cli ent can ex tend the lease time au to mat i cally.

De fault Gate way

You should en ter 0. 0. 0. 0 (place holder for the PABX sys tem IP ad dress) as the »De fault gate way« if Internet ac cess it
to be pro vided via the PABX sys tem.

Do main suf fixes

You should only con fig ure the pa ram e ters »Do main Names« and »DNS server« when you are op er at ing a DNS server
within the LAN.

Netbios Name Serv ers

The pa ram e ter »Netbios Nameserver« is used for the name def i ni tion for Win dows PCs when you use a WINS server
in the LAN. This pa ram e ter should only be con fig ured when you op er ate a WINS server in the LAN.

Time Serv ers

The pa ram e ter »Time Serv ers« is used for an nounc ing the IP ad dress for the »Time leasee« when your PCs di rect
(Win dows XP, Linux) the NTP (Net work Time Pro to col).

DNS Serv ers

DNS que ries from com put ers in the LAN are nor mally for warded to one or more ex ter nal DNS serv ers by the DNS
proxy. The ad dresses for the ex ter nal DNS serv ers can be ob tained dy nam i cally, or can be per ma nently con fig ured in
the router. Ad dresses can be in put at three DNS serv ers to re duce on line time.

Con fig ur ing DHCP server and IP ad dress al lo ca tion Router
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Configurating the Packet Fil ter Firewall

When you use NAT, the PCs con nected to the router are well pro tected against at tacks from the Internet.

If you wish to have ad di tional se cu rity you can also use the in te grated pack age Fil ter Firewall. A firewall acts as a log i -
cal wall for data pack ets be tween the Internet and the LAN which has »holes« for cer tain pack ets (firewall rules, also
known as fil ters), al low ing these pack ets to pass through the wall. In the ini tial sta tus the firewall is con fig ured such
that all data can pass through that are sent in the di rec tion of the Internet. 

An ex cep ti on to this rule is the »$I[]Net bi os-Fil ter>Net bi os-Fil ter«: This fil ter pre vents the for war ding of Net bi os
name que ries from Wind ows PCs to the In ter net. As the na mes of the Wind ows PCs wit hin the LAN are not known
in the In ter net, it is not mea ning ful to estab lish an In ter net con nec ti on for for war ding the name que ry (this could
re sult in con si der able costs, as the se name que ries oc cur fre quent ly, mea ning that the In ter net con nec ti on would
prac ti cal ly ne ver be ter mi nated).

The fil ters are de scribed by rules whose con fig u ra tion re quires ex pert knowl edge about the TCP/IP pro to col fam ily.
The firewall of your router can be eas ily con fig ured us ing a Fil ter Wiz ard in which you need to in di cate (in plain text)
whether you wish to al low de fined ap pli ca tions ac cess to the Internet.

We rec om mend con fig ur ing the firewall fil ters with the aid of the Fil ter Wiz ard to en sure con fig u ra tion(s) ap pro pri -
ate for and com pat i ble to the ap pli ca tions be ing used.   These fil ters pro vide pro tec tion against data pack ets from the
Internet that may re sult in you be ing charged for cer tain con nec tions. The func tion for the “Au to matic con nec tion
setup”, for ex am ple, may oth er wise not al ways be en sured. A port scan from the Internet (usu ally the ini tial stage of a
hack at tack) may some times oc cur; the router firewall then re plies to this scan with »Re ject pack ets«. But this may
nev er the less re sult in data traf fic that pre vents au to matic setup of a con nec tion.

The fil ters avai la ble using the Fil ter Wi zard have been im ple men ted using the la test knowled ge. We can, ho we ver,
pro vi de no gua ran tee for the functi on of the fil ters. Use of a fi re wall should go hand in hand with use of vi rus scan -
ning soft wa re on all your PCs! Fi re walls and vi rus scan ners co ver dif fe rent are as of data se cu ri ty and are an ideal
com pli ment to one anot her, but can not re pla ce one anot her. 

User-de fined fil ters for the router with packet fil ter fire walls can be con fig ured un der Net work / Fil ters. To con fig ure
self-de fined fil ters click the but ton “New ...” or change an ex ist ing en try in the fil ter list by dou ble click ing on that
item. An ex pla na tion of the fil ter func tion is given when you click on “Help”.

Basic information about firewall configuration

It is im por tant that you have de tailed knowl edge about the IP pro to col fam ily be fore you be gin con fig ur ing the
firewall. If your knowl edge about this is not so in-depth we rec om mend us ing a fil ter wiz ard.

The firewall func tions like a chain of rules through which each IP packet is routed. If a rule ap plies to a packet the ac -
tion as so ci ated with this rule will be ex e cuted (al low, deny or ex e cute portmap). All rules are given in the list un der
Net work / Fil ters. Please note that for cer tain con fig u ra tions the or der of the fil ters can be of great sig nif i cance for the
func tion ing of the firewall. There fore, af ter you mark a fil ter rule you can de fine the or der of the rules in the ta ble us -
ing the but tons [up] and [down]. 

If no rule ap plies to the IP packet a super-or di nate, ba sic rule at the end of the chain de cides on the ac tion to be taken
(be hav ior by last fil ter rule).

This is why you must de fine the be hav ior.. .. .. for this super-or di nate rule at the be gin ning of the fil ter con fig u ra tion.
You can choose be tween »Al low« or »Dis card« for this.

Dis card ing of the packet is gen er ally a safe pro ce dure, as only those pack ets for which an ex plicit rule (i.e. de lib er ately 
con fig ured) ex ists are au tho rized in such a con fig u ra tion.

When de fin ing the fil ters it is es sen tial to take into ac count that ba si cally all pack ets are per mit ted at all LAN ports.
You there fore do not need to de fine fil ter rules for pass ing IP pack ets from the LAN to the router, nor for their »Re -
turn«.

Four place holders are provided to achieve an abstraction when defining the filters:

LAN_ADDR

Router Configurating the Packet Fil ter Firewall
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Represents the LAN address for the router, based on
the default configuration, i. e. 192.168.1.250 with the network mask
255.255.255.0 (192.168.1.250 / 24). 

LAN_NET This place holder represents all of the LAN addresses,
based on the default configuration, i.e. 192.168.1.0 with network mask
255.255.255.0 (192.168.1.0 / 24). 

WAN_ADDR This place holder represents the WAN address for the
router that is assigned dynamically by the ISP when PPoE or PPP is used.
Dynamic allocation allows an IP address to be assigned from the inventory of
your ISP for the WAN port each time a connection is set up to the Internet. The
WAN address can not be entered as an absolute value for filter configuration
when you are defining the configuration. PPPoE is required for T-DSL for
example; PPP is used for Internet connections with ISDN dial-in. If you have
been assigned a set public IP address by your provider for your Internet access,
this address will be used for WAN_ADDR.

The firewall is adapted automatically in accordance
with the defined rules after the IP address is assigned to the WAN port (or ISDN
channel). 

WAN_NET Represents all WAN addresses located in the same IP
subnetwork as the WAN port. This parameter is currently not used and will not
be significant for future software updates.

You can configure the following parameters:

Name of the fil ter Each filter must be assigned a unique name. Select a
name for the filter that uniquely describes the function for that filter - this will
make it easier for you later if you wish to change any filters.

Ac tion The following options can be selected: allow, deny,
discard and portmap. When »allow« is selected, all packets which correspond to
the parameters of the associated filter can pass through. When »deny« is selected, 
the corresponding IP packets are rejected and the sender of the packet is
informed. »discard« results in packets being discarded (refused) without the
sender being informed. The option »portmap« permits specific forwarding of
packets with TCP and UDP protocols to the IP address of a PC in the LAN.

TCP Flag If a TCP connection is to be set up (for example for
downloading files), certain bit samples are set in the packets involved with this -
the TCP flags. The option »connection in progress« stands for the SYN flag; the
option »connection established« for the »Established flag«

Pro to cols UDP, TCP, ICMP and »all protocols« can be selected as
protocols. The selection of the protocol can affect further options, as, for
example, there are no TCP flags available for UDP, or no port for ISM, while
there are certain types of protocols available however.

In ter face Here you can define the interfaces for the
correspondend filter. At present, the setting »WAN« is useful for most cases, as
all packets are allowed at internal interfaces with this setting.

Con nec tion Use this field to define the direction of the IP packet for 
which the configured filter is valid. Possible parameters: in, out and in/out
(bi-directional).

Source ad dress def i ni tion Here you specify the source address for the IP packets
for which this filter is valid. Take into account any potential abstractions brought 
about by place holders.

Tar get ad dress def i ni tion Here you specify the target address for the IP packets
for which this filter is valid. Take into account any potential abstractions brought 
about by place holders.

Configurating the Packet Fil ter Firewall Router
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Warn ing mes sage for port pro to col as so ci a tion A warning appears if you attempt to enter an unknown
name in the field for the TCP port. If this is bothersome you can suppress this
message by removing the corresponding check in the box.

Example of configuration for enabling the firewall for Web surfing. 

First, set the re sponse by the last fil ter rule to »dis card«.

The IP pack ets for two ser vices must be routed through the firewall in or der that pages from the World Wide Web can 
be dis played: DNS for es tab lish ing names and the »html data flow«. When you en ter a URL in the Web browser, the
browser uses a DNS in quiry for trans form ing the plain-text name (for ex am ple www. Telekom. de) into an IP ad dress 
(in the ex am ple here 217. 160. 73. 88). Af ter that, the browser es tab lishes at least one con nec tion to this IP ad dress via
TCP/IP. This yields the fol low ing fil ter con fig u ra tion:

The UDP and TCP pro to col must be en abled for DNS (pro to col name: do main) for the des ti na tion port 53 of any DNS 
server from any non-priv i leged port; same ap plies for the re turn route.

Ac cess to any des ti na tion ad dresses for port 80 must be pos si ble for http re quests for the TCP pro to col via the WAN
in ter face from non-priv i leged ports. The re turn patch for re ply pack ets must be en abled ap pro pri ately:  From any
Internet IP ad dresses (0.0.0.0 / 0) from port 80 to non-priv i leged ports for the WAN ad dress of the router.

Configuration example for a portmapping entry into the firewall for the ssh-protocol

The ssh pro to col (se cure shell) is used among other things for web server ad min is tra tion, or to im ple ment VPN tun -
nels. Data can be trans ferred en crypted us ing the ssh pro to col (not sig nif i cant for con fig u ra tion of the firewall how -
ever). Nor mally, port 22 of the TCP pro to col is used. In the ex am ple shown here, the web server in your LAN has the
set, as signed IP ad dress 192.168.1.42. Ad min is tra tion ac cess should be pro vided for this web server in your LAN via
ssh from the Internet. Please note that you also re quire equiv a lent fil ters for Port 80 if the con tents of the web server
are to be ac ces si ble from the Internet 

You must gen er ate three rules for the firewall based on this in for ma tion with the de fault set ting »Re sponse by last fil -
ter rule à dis card«:

ssh_MAP: This filter routes incoming packets from any IP
addresses and non-privileged ports to the Internet-end IP address of the
telephone system router unit to the computer with the IP address 192.168.1.42;
Port 22 is retained.

ssh_WAN_in: This filter permits passing of incoming packets from
any IP address and non-privileged ports to the Internet-end IP address of the
telephone system router unit.

ssh_WAN_out: This filter permits outgoing packets from Port 22 to
pass through the WAN interface (i. e. the connection for the DSL modem or the
ISDN dial-up connection to the Internet) to any IP address and non-privileged
ports.

Fil ter na me TCP-Flag In ter fa ce Ac ti on Pro to coll Con- nec ti on Sour ce IP Sour ce port Tar get IP Tar get port

Net bi os-
 block

no ne WAN dis card UDP out 0.0.0.0/0 137-139 0.0.0.0/0 any

ssh_
port map

no ne WAN port map TCP in 0.0.0.0/0 22 192.168.1.4
2

22

ssh_WAN_i
n

no ne WAN al low TCP in 0.0.0.0/0 any WAN_ADD
R

22

ssh_WAN_
out

no ne WAN al low TCP out WAN_ADD
R

22 0.0.0.0/0 any

At ten tion!

As a re sult, the PC in your LAN with the IP ad dress 192.168.1.42 has no pro tec ti on what soe ver from the fi re wall in
your te le pho ne sys tem at Port 22/TCP! You can re strict ac cess op tions whe re re qui red if ac cess is to al ways be ef fec -
ted from an In ter net con nec ti on with a set IP ad dress (for ex am ple T-In ter con nect). Here, any en tries which con -
tain “0. 0. 0. 0/0" should be mat ched to the known IP ad dres ses of the re mo te lo ca ti on (0. 0. 0. 0/0 is a glo bal proxy
ad dress for all IP ad dresses).

Router Configurating the Packet Fil ter Firewall
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If you wish to em ploy a com bi na tion of fil ters con sist ing of fil ters that have been gen er ated us ing the Fil ter Wiz ard
and your own cus tom fil ters, or port map en tries, be sure to check the or der of the rules in the ta ble (you can change
the or der us ing the but tons »up« and »down«). The “Se cure sys tem” fil ter, which blocks all pack ets di rected to ward
so-called priv i leged ports, is of fered in the Fil ter Wiz ard. In the ex am ple given here this fil ter would coun ter act the
con fig ured func tion al ity, as the ssh port (22) is a priv i leged port. We ur gently rec om mend block ing all priv i leged
ports that are not needed; it may there fore be ex pe di ent to use the fil ter con fig ured by the Fil ter Wiz ard that has been
ap pro pri ately adapted, or that is lo cated at the ap pro pri ate po si tion in the ta ble.

If you are not sure which ports must be rou ted to the LAN PC for cer tain ap pli ca tions, or for at tai ning de fi ned user
pri vi le ges in ex chan ge net works using port map ping by your te le pho ne sys tem rou ter, en ter the name of the ap pli -
ca ti on and the terms »port« and »fi re wall« in an In ter net se arch en gi ne; con fi gu ra ti on in struc tions can usu al ly be
found qui te ea si ly in this man ner. You can re rou te one sing le port, or port ran ges (for ex am ple 4661-4665) using a
port map rule.

Fil ter Wiz ard

The firewall is con fig ured such that all data pack ets for which no ex plicit rule (fil ter) ex ists which would oth er wise al -
low the pack ets to pass are re jected. This pro ce dure makes the con fig u ra tion of the firewall some what more com pli -
cated, but sig nif i cantly re duces the prob a bil ity of “over see ing” the block ing of some pack ets to pre vent them from
pass ing through the firewall.

Some fil ters con tain rules for re ject ing pack ets which would ac tu ally not be re quired for the se lected ba sic con fig u ra -
tion of the firewall, be cause the firewall would re ject any pack ets not en abled by the fil ters, based on the con fig u ra tion 
car ried out by the Wiz ard. The re jec tion rules men tioned above are nev er the less re tained to re ject pack ets used in
cer tain at tacks at the ear li est pos si ble stage to pre vent the pack ets from pass ing through the en tire chain of fil ter
rules; this en hances firewall per for mance in the event of a real at tack.

Fil ter Wiz ard Router
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Example for predefined filters in the filter wizard

Help for the var i ous fil ters con tained in the Fil ter Wiz ard can be found in the file “Fil ter_Info.txt” in the Win-Tools
in stal la tion di rec tory (e.g. “C:filesWIN-ToolsTools V6.02"), or by click ing the cor re spond ing ”Help" but ton«.

Protecting the system

This fil ter blocks the firewall against con nec tion set ups at priv i leged ports (0 ... 1023) for TCP and UDP. Most rel e -
vant data ser vices are of fered via priv i leged ports (es tab lish ing names, file trans fer, etc.).

IP Spoofing Blocking

This fil ter blocks the firewall against “fake” (spoof) pack ets on the “wrong side” of the firewall. As a re sult, data pack -
ets which would cer tainly be long in the LAN based on their IP ad dress, but would be routed to the port for the DSL
mo dem by an at tacker from the Internet, are ig nored (same ap plies to ISDN links to the Internet). 

DNS-filter

This fil ter per mits es tab lish ing of names (as sign ment of IP ad dresses to URLs) by en abling out go ing UPD and TCP
pack ets at port 53, as well as in com ing ones from port 53. Lon ger re plies and zone trans fers are also per mit ted by en -
abling TCP. No DNS que ries can pass through the firewall when this fil ter is de-ac ti vated!

Active FTP - Filter

To gether with the cor re spond ing soft ware mod ule in the firewall this fil ter per mits ac tive FTP. Ac tive FTP dif fers
from pas sive FTP in that the FTP server sets up a con nec tion for data trans fer at the re quest of the cli ents (ap plies
both to the re sponse to the FTP com mand “ls” and to the file trans fer proper). The prob lem here is that the con nec -
tion setup by the FTP server is made at any non-priv i leged port, thus re quir ing that a large re gion of the firewall be
en abled.

Out go ing con nec tions at ports 20 and 21 and in com ing ones from these ports to non-priv i leged ports are en abled.

Passive FTP - Filter

This fil ter per mits file trans fer via FTP, with the con nec tion al ways be ing es tab lished by the FTP cli ent. Out go ing
con nec tions to port 21 and in com ing ones from this port to non-priv i leged ports are en abled.

HTTP - Filter

This fil ter per mits Web brows ing by en abling pack ets to ports 80 and 8080 (when us ing http prox ies) for out go ing
con nec tions and in com ing pack ets from these ports to non-priv i leged ports.

HTTPS - Filter

This fil ter per mits se cure Web surf ing by en abling pack ets to port 443 for out go ing con nec tions and in com ing pack -
ets from this port to non-priv i leged ports. The https pro to col is fre quently used for home bank ing and on line shop -
ping; http con nec tions are used for trans fer of se cure pack ets us ing en cryp tion.

HBCI - Filter

This fil ter per mits the use of HBCI for home bank ing by en abling pack ets to port 3000 for out go ing con nec tions and
in com ing ones from this port to non-priv i leged ports.

E-mail send filter

This fil ter per mits trans mis sion of e-mails via SMTP (= send ing e-mails) by en abling pack ets to port 25 for out go ing
con nec tions and in com ing pack ets from this port to non-priv i leged ports.

E-mail reception - Filter

This fil ter per mits trans mis sion of e-mails via POP (= re ceiv ing e-mails) by en abling pack ets to port 110 for out go ing
con nec tions and in com ing pack ets from this port to non-priv i leged ports.

ICMP(all) - Filter

This fil ter per mits the “ping” pro gram to be used, for ex am ple to check the avail abil ity and ac ces si bil ity of com put ers
in the Internet and to mea sure the trans fer time of IP pack ets to these com put ers. This can be use ful, for ex am ple, for
lo cat ing the server with the most rapid re sponse time for Internet games. When you ac ti vate this fil ter you can also
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reach the router us ing the “ping” programme, but not any com puter in the LAN “be hind” (i.e. downcircuit) of the
router, as these are pro tected by NAT. This fil ter en ables all ICPM pro to cols, and not only those used for »ping«. If
nec es sary you can set fur ther re stric tions for this fil ter by hav ing only ICMP pro to cols 0 and 8 en abled (echo-re quest,
echo-re ply). Over all se cu rity is in creased when you do not ac ti vate this fil ter, as the firewall can not be eas ily lo cated
by a sim ple »ping« from a port scan pro gram.

SSH - Filter

This fil ter per mits the use of the 443 ser vice programme on com put ers in the Internet by en abling pack ets to port xxx
for out go ing con nec tions and in com ing pack ets from that port to non-priv i leged ports.

TELNET - Filter

This fil ter per mits the use of the telnet ser vice programme at com put ers in the Internet by en abling pack ets to port 23
for out go ing con nec tions and in com ing pack ets from this port to non-priv i leged ports.

P2P - Filter

This fil ter al lows peer-to-peer (P2P) file shar ing soft ware to be used. The fol low ing ports are en abled to pro vide one
sin gle fil ter for the var i ous P2P sys tems:

In com ing pack ets:

from port 80 to non-priv i leged ports

from port 1214 to non-priv i leged ports

from non-priv i leged ports to port 80

from non-priv i leged ports to non-priv i leged ports

Out go ing pack ets:

from non-priv i leged ports to port 80

from non-priv i leged ports to port 1214

from non-priv i leged ports to port 4661

from non-priv i leged ports to non-priv i leged ports.  With this fil ter the firewall is wide open!

Gaming - Filter

Use this fil ter to play Internet games. The fol low ing port en ables have been pro vided:

In com ing pack ets:

from port 7002 to non-priv i leged ports for TCP from non-priv i leged ports to non-priv i leged ports for UDP

Out go ing pack ets:

from port 7002 to non-priv i leged ports for TCP from non-priv i leged ports to non-priv i leged ports for UDP 

Realplayer - Filter

This fil ter makes it pos si ble to use the RealPlayer for stream ing au dio and video. The fol low ing port en ables have
been pro vided:

In com ing pack ets:

from port 554 to non-priv i leged for TCP

from port 7002 to non-priv i leged ports for TCP

from non-priv i leged ports to ports 6970 - 7170 for UDP

Out go ing pack ets:

from non-priv i leged ports to port 554 for TCP
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from non-priv i leged ports to port 7070 for TCP

Mediaplayer - Filter

This fil ter makes it pos si ble to use the RealPlayer for stream ing au dio and video. The fol low ing port en ables have
been pro vided:

In com ing pack ets:

from port 1755 to non-priv i leged ports for UDP

from port 1755 to non-priv i leged ports for TCP

Out go ing pack ets:

from non-priv i leged ports to port 1755 for UDP

from non-priv i leged ports to port 1755 for TCP

Notes

The Fil ter Wiz ard can be re started at any time to load a mod i fied (ed ited) con fig u ra tion into the PABX sys tem. Click
the but ton »Send con fig u ra tion data« to trans fer and ac ti vate the fil ters. Af ter the data is sent the new con fig u ra tion is 
ac ti vated in the PABX sys tem and any on go ing Internet con nec tion is ter mi nated. The con nec tion is re-es tab lished
how ever as soon as a data packet must be routed to the Internet which the firewall lets pass in ac cor dance with its con -
fig u ra tion.

Note that when you click the but ton Send, the en tire con fig u ra tion for the PABX sys tem will be over writ ten. It is
strongly rec om mended to read out the con fig u ra tion for the PABX sys tem and stor ing it in a file prior to chang ing the 
fil ter con fig u ra tion.

We rec om mend fol low ing the in struc tions given by the Fil ter Wiz ard, un less you es tab lish that one of the ap pli ca -
tions you are us ing can not set up a con nec tion to the Internet. In this case, please check whether the Fil ter Wiz ard has 
a cor re spond ing fil ter avai la ble. bin tec el meg reg u larly gen er ates an up dated da ta base for the Fil ter Wiz ard, which is
avail able at the www.bin tec-el meg.com Web site.

Please note that all fil ters that are gen er ated with the Fil ter Wiz ard are based on pack ets be ing dis carded, with the ex -
cep tion of those for which an ap pro pri ate rule ex ists. The more fil ters you con fig ure for the PABX sys tem, the more
com put ing time is re quired for pro cess ing of these fil ters. This could slightly re duce the max i mum achiev able data
through put rate for the router in some cases.

Filter update

As it may be nec es sary to pro vide an up date for the firewall con fig u ra tion to en able new ap pli ca tions, or to fend off
hack ing at tacks from the Internet for ex am ple, the Fil ter Wiz ard op er ates us ing a de scrip tive file that you can eas ily
up date with out nec es sar ily hav ing to up date the soft ware in your PABX, your router or PC.  

Check at reg u lar in ter vals whether new de scrip tion files are avail able (names: »filterwizardtab.txt« and »Fil -
ter_Info.txt«) un der http://www.bin tec-el meg.com. These two files be long to gether: The file “filterwizardtab. txt”
con trols the be hav ior of the Fil ter Wiz ard; the file “Fil ter_Info. txt” con tains a de tailed de scrip tion of the op tions
avail able in the Fil ter Wiz ard in an easy-to-read for mat (see fol low ing tips and hints).

If newer ver sions of the de scrip tion files are avail able there you can down load these to your PC (ex ist ing files are
over writ ten). The de scrip tion files are lo cated in the sub di rec tory »filterinfo« that can be found in the in stal la tion di -
rec tory for the con fig u ra tion soft ware of your tele phone sys tem, for ex am ple »C:WIN-ToolsTools V6.3x« - the files
»filterwizardtab.txt« and »Fil ter_Info.txt« are also lo cated here. 

When you then re start the Fil ter Wiz ard from the con fig u ra tion soft ware and click the but ton “Re store stan dard”, the 
new fil ters will be avail able im me di ately.  

If the “Res to re stan dard” but ton is gray ed out you must first mo di fy one of the gi ven fil ter set tings (ac ti va te or
de-ac ti va te any gi ven fil ter) be fo re this but ton is ac ti vat ed. The but ton “Help” is lo ca ted in the con fi gu ra ti on branch
“Net work” “Fil ters”. The text that is dis play ed when you click this but ton is ta ken di rect ly from the file “Fil ter_Info.
txt”, al lo wing the Help functi on for the Fil ter Wi zard fil ters to be up da ted wit hout per for ming an over all soft wa re
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Con fig ur ing the PCs

IP addresses

Af ter you con nect a PC IP ad dresses must be as signed. When do ing this you must en sure that the IP ad dresses as -
signed to the PCs and the PABX sys tems are in the same IP net work. This also ap plies when you wish to use com mon
re sources within a LAN with sev eral PCs (for ex am ple, en abled di rec to ries, net work drives, net work print ers). All
PCs lo cated within the net work (con nected Ethernet) re quire an IP ad dress.

In its ini tial sta tus the PABX is con fig ured with the IP ad dress 192. 168. 1. 250 and the DHCP server in te grated into
the PABX is ac ti vated, mean ing that any PCs that are con nected must be set to re ceive their IP ad dress au to mat i cally.
This mode is rec om mended to dis pense with the com pli cated, man ual con fig u ra tion of the IP ad dresses for the PC
that would oth er wise be re quired. 

If you are al ready us ing a net work and whish to use the PABX as the DHCP server you may have to trans fer other pa -
ram e ters via DHCP to the PC. 

Only chan ge the se pa ra me ters if your exi sting net work ex pli cit ly de mands this. Ar bi tra ri ly chan ged pa ra me ters
may re sult in a com ple te loss of all net work functions.

Con fig u ra tion ex am ples

Address allocation via DHCP (Recommended configuration / Initial (default) setting)

Ad dress as sign ment via DHCP is the eas i est con fig u ra tion method for the PABX sys tem and at the cli ents (PCs).

You can con fig ure a LAN cli ent in the net work such that it au to mat i cally re ceives its IP ad dress from a DHCP server
from the PABX sys tem on startup. In this case, you do not have to en ter an IP ad dress or subnetwork mask in the con -
fig u ra tion of the LAN cli ent.

Things to note for this configuration.

PABX:

In its ini tial set ting the PABX sys tem is pre-con fig ured for ad dress as sign ment via DHCP. 

You need to choose an ISP. To do this fol low the in struc tions given in the man ual, or the bro chure »On the fast track
to the Internet«. 

When de li ver ed, the DHCP ser ver is al rea dy ac ti vat ed and pre-con fi gu red. If re qui red you can de fi ne the start ad -
dress (first IP ad dress al lo ca ted by DHCP) and the ma xi mum num ber of LAN clients (PCs).

LAN-Cli ent (PC) Con fig u ra tion:

PCs with op er at ing sys tems start ing from Win dows 98SE are al ready cor rectly con fig ured in their stan dard set tings
for ad dress as sign ment via DHCP. 

If other means of Internet con nec tion, for ex am ple mo dem or an ISDN card, have al ready been con fig ured on the
LAN cli ent (PC) ob serve the in for ma tion given in the sec tion»Set tings in Internet Ex plorer / Internet Op tions with
Win dows« in this man ual.

Plea se keep in mind that any chan ges made to the Wind ows net work set tings may have se ri ous ef fects on the LAN
clients (PCs). Ot her me thods of con nec ti on or ap pli ca tions may also be af fec ted by the se chan ges. In the event that
your net work set tings have al rea dy been chan ged con tact your sys tem ad mi nis tra tor. You may have to ba ckup all of
your data. The con fi gu ra ti on pre sen ted in the fol lo wing re pre sents only one of many pos si bi li ties. The se set tings
are re com men ded. Ho we ver, de pen ding on the in fra struc tu re of your en vi ron ment, it may be mea ning ful to choo se 
a dif fe rent con fi gu ra ti on.

If you need to re set the Win dows net work set tings to their stan dard (de fault) sta tus pro ceed as fol lows:

Example Windows 98SE /ME:

· Open the Con trol Panel from the Win dows Start Menu.

Router Con fig ur ing the PCs

20



· Win dows 98SE: Open the folder »Net work«.

· Win dows ME: Right-click on »LAN con nec tion« and then click on »Prop er ties«.

· Se lect »TCP/IP« and click »Prop er ties«.

The net work adap ter con nec ted to the PABX sys tem must be lin ked to the TCP/IP pro to col, which is a com po nent
of Wind ows. You may have to ma nu al ly add this pro to col. The net work adap ter may only be lin ked to the T-DSL /
PPP0E pro to col, espe ci al ly if a stand-alo ne ver si on of the T-DSL dri ver has been in stal led. Add the TCP/IP pro to col
ma nu al ly using the but tons »Add«, »Pro to col«, »Mi cro soft«, »TCP/IP«.

· Then spec ify that the PC is to re ceive its IP ad dress au to mat i cally. All other set tings, for ex am ple
DHCP, net work mask, gate way and DNS server should be de-ac ti vated or blank. The PABX sys -
tem au to mat i cally trans fers all re quired set tings to the cli ent (PC) via DHCP.

· Con firm your set tings by click ing OK.

Example Windows 2000 and Windows XP:

· Open the Con trol Panel from the Win dows Start Menu.

· Un der Win dows 2000 open the folder »Net work and Dial-up Con nec tions«.

· Un der Win dows XP open the folder »Net work con nec tions«.

· Se lect the »LAN Con nec tion« for the PABX by press ing the right mouse but ton. Then click »Prop -
er ties «.

· Se lect »TCP/IP« and click »Prop er ties«.

· Then spec ify that the PC is to re ceive its IP ad dress au to mat i cally. All other set tings, for ex am ple
DHCP, net work mask, gate way and DNS server should be de-ac ti vated or blank. The PABX sys -
tem au to mat i cally trans fers all re quired set tings to the cli ent (PC) via DHCP.

· Con firm your set tings by click ing OK.

Also fol low the in struc tions gi ven in the do cu men ta ti on and the Help functi on of your ope ra ting sys tem.

If it is not pos si ble to set up a con nec ti on to the PABX, or to the In ter net, re fer to the sec ti on »Che cking the LAN
client (PC) con fi gu ra ti on« in this ma nu al.

Configuration example for a network with DHCP address allocation

Con fig u ra tion of the PABX sys tem in its ini tial set tings

Con fig u ra tion ex am ples Router
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IP-ad dress of the 
PABX: 

192.168.1.250

Sub net mask: 255.255.255.0

Start ad dress DHCP: 192.168.1.50

Num ber of DHCP ad dresses: 20

PC1.  IP via DHCP: 192.168.1.50 transmitted automatically via DHCP.

Gate way: transmitted automatically via DHCP.

DNS server: transmitted automatically via DHCP.

Subnet mask: transmitted automatically via DHCP.

PC2.  IP via DHCP: 192. 168. 1. 51 transmitted automatically via DHCP.

Gate way: transmitted automatically via DHCP.

DNS server: transmitted automatically via DHCP.

Subnet mask: transmitted automatically via DHCP.

PC3.  IP over DHCP: 192. 168. 1. 52 transmitted automatically via DHCP.

Gate way: transmitted automatically via DHCP.

DNS server: transmitted automatically via DHCP.

Router Con fig u ra tion ex am ples
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Subnet mask: transmitted automatically via DHCP.

PC4.  IP via DHCP: 192.168.1.53 transmitted automatically via DHCP.

Gate way: transmitted automatically via DHCP.

DNS server: transmitted automatically via DHCP.

Subnet mask: transmitted automatically via DHCP.

In the ex am ple given here, the IP ad dresses for the cli ents (PCs) can lie within a range from IP 192. 168. 1. 50 to 192.
168. 1. 69. The IP ad dresses are as signed in the or der that the cli ents (PCs) re quest them (for ex am ple by switch ing on
the PCs). If an IP ad dress is re leased (for ex am ple by switch ing off a PC) that IP ad dress is then avail able to be re-as -
signed again.

Con fig u ra tion ex am ples Router
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Ad dress as sign ment with out DHCP (set / mixed IP ad dresses)

You can dis pense with a DHCP server in a net work or also con fig ure LAN cli ents (PCs) with set IP ad dresses as an ad -
di tion to the DHCP cli ents.

Much more time and ef fort is in vol ved for con fi gu ring the net work if a con fi gu ra ti on is cho sen wit hout DHCP. If
you are re la ti ve ly new to Wind ows net work con fi gu ra ti on, we re com mend a con fi gu ra ti on using DHCP.

Things to note for this configuration.

PABX:

You can de-ac ti vate the DHCP server for the PABX sys tem us ing the »Pro fes sional Configurator« programme.

You may have to adapt the IP ad dres ses and sub net works of the PABX sys tem to the set tings pre sent on the LAN
clients (PCs). For in for ma ti on about this use the on li ne Help functi on of the Con fi gu ra tor. 

LAN-Cli ent (PC) Con fig u ra tion:

You must make the fol low ing min i mum set tings
man u ally:

IP ad dress for the LAN cli ent (PC)

Netmask / Subnet mask (which is also en tered in
the PABX router)

IP ad dress of the PABX sys tem as the gate way
(in ter face to other net works, for ex am ple
Internet)

IP ad dress of the PABX sys tem as the DNS server
(server that con verts the Internet ad dresses into
IP ad dresses)

Ob serve the in struc tions for ad dress as sign ment
given on the pre vi ous pages.

PC settings in Windows operating system

The pro ce dures de scribed be low deal only with
ex am ples which may dif fer some what de pend ing 
on the op er at ing sys tem used and the con fig u ra -
tion of the PC.

Plea se keep in mind that any chan ges made to
the Wind ows net work set tings may have se ri ous ef fects on the LAN clients (PCs). Ot her me thods of con nec ti on or
ap pli ca tions may also be af fec ted by the se chan ges. In the event that your net work set tings have al rea dy been chan -
ged con tact your sys tem ad mi nis tra tor. You may have to ba ckup all of your data. The con fi gu ra ti on pre sen ted in the 
fol lo wing re pre sents only one of many pos si bi li ties. The se set tings are re com men ded. Ho we ver, de pen ding on the
in fra struc tu re of your en vi ron ment, it may be mea ning ful to choo se a dif fe rent con fi gu ra ti on.

Ex am ple Win dows 98SE and Win dows ME:

Router Ad dress as sign ment with out DHCP (set / mixed IP ad dresses)
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· Open the Con trol Panel from the Win dows Start Menu.

· Open the »Net work« folder

· Se lect »TCP/IP« and click »Prop er ties«.

· Now se lect whether the PC is to re ceive its ad dress au to mat i cally from a DHCP server, or if it is to
be as signed as per ma nent IP ad dress. Edit or sup ple ment the set tings for net work mask, gate way
and DNS server as ap pro pri ate. Re fer to the pa ram e ters that are to be set in the sam ple con fig u ra -
tion with mixed ad dress as sign ment, or in the sam ple con fig u ra tion with set ad dress as sign ment
on the fol low ing pages.

· Con firm your set tings by click ing OK.

Ex am ple Win dows 2000 and Win dows XP:

· Open the Con trol Panel from the Win dows Start Menu.

· Un der Win dows 2000 open the folder »Net work and Dial-up Con nec tions«.

· Un der Win dows XP open the folder »Net work con nec tions«.

· Right-click on »LAN con nec tion« and then click on »Prop er ties«.

· Se lect »TCP/IP« and click »Prop er ties«.

· Now se lect whether the PC is to re ceive its ad dress au to mat i cally (from a DHCP server), or if it is
to be as signed as set (per ma nent) IP ad dress. Edit or sup ple ment the set tings for net work mask,
gate way and DNS server as ap pro pri ate. Re fer to the pa ram e ters that are to be set in the sam ple
con fig u ra tion with mixed ad dress as sign ment, or in the sam ple con fig u ra tion with set ad dress as -
sign ment on the fol low ing pages.

· Con firm your set tings by click ing OK.

Also fol low the in struc tions given in the doc u men ta tion and the Help func tion of your op er at ing sys tem.

A furt her op ti on avai la ble is as sig ning a por ti on of the IP ad dres ses ma nu al ly and ha ving the re mai ning ad dres ses
al lo ca ted by DHCP. En su re that the IP ad dress for the rou ter and any ma nu al ly as sig ned IP ad dres ses are not lo ca ted 
in the ran ge for avai la ble DHCP ad dresses.

Sam ple con fig u ra tion of a net work with mixed ad dress as sign ment

Set IP ad dresses and IP ad dresses al lo cated by DHCP

Sam ple con fig u ra tion of a net work with mixed ad dress as sign ment Router

25



IP ad dress of the 
PABX: 

192.168.1.250

Subnet mask: 255.255.255.0

Start ad dress DHCP: 192.168.1.50

Num ber of DHCP ad dresses: 20

PC1.  Per ma nent IP: 192.168.1.92

Gate way: 192.168.1.250

DNS server: 192.168.1.250

Subnet mask: 255.255.255.0

PC2.  Per ma nent IP: 192.168.1.93

Gate way: 192.168.1.250

DNS server: 192.168.1.250

Subnet mask: 255.255.255.0

PC3.  IP over DHCP: 192.168.1.50 transmitted automatically via DHCP.

Gate way: transmitted automatically via DHCP.

Router Sam ple con fig u ra tion of a net work with mixed ad dress as sign ment
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DNS server: transmitted automatically via DHCP.

Subnet mask: transmitted automatically via DHCP.

PC4.  IP via DHCP: 192. 168. 1. 51 transmitted automatically via DHCP.

Gate way: transmitted automatically via DHCP.

DNS server: transmitted automatically via DHCP.

Subnet mask: transmitted automatically via DHCP.

Sam ple con fig u ra tion of a net work with set ad dress as sign ment

IP ad dress of the 
PABX: 

192.168.1.250

Subnet mask: 255.255.255.0

Start ad dress DHCP: DHCP server is off.

Num ber of DHCP ad dresses: DHCP server is off.

PC1.  Per ma nent IP: 192.168.1.81

Gate way: 192.168.1.250

DNS server: 192.168.1.250

Subnet mask: 255.255.255.0

PC2.  Per ma nent IP: 192.168.1.82

Gate way: 192.168.1.250

DNS server: 192.168.1.250

Subnet mask: 255.255.255.0

PC3.  Per ma nent IP: 192.168.1.83

Gate way: 192.168.1.250

DNS server: 192.168.1.250

Subnet mask: 255.255.255.0

PC4.  Per ma nent IP: 192.168.1.84

Gate way: 192.168.1.250

DNS server: 192.168.1.250

Subnet mask: 255.255.255.0

Sam ple con fig u ra tion of a net work with set ad dress as sign ment Router
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Check ing the LAN cli ents (PCs)

Configuration for Windows 98SE/ME/2000/XP

If a con nec tion to the PABX sys tem, or to the Internet can not be set up you can check the con fig u ra tion of the LAN
cli ents (PCs) based on the fol low ing in for ma tion. 

The pro ce du re des cri bed here as su mes that you are using the re com men ded con fi gu ra ti on with ad dress as -
signment by DHCP.

The PC is linked to the PABX system via Ethernet (LAN1 or LAN2 jack).

· Check to en sure that the net work adapter in stalled in the LAN cli ent (PC) is con nected prop erly
to the PABX sys tem. The con nec tion sta tus is dis played by the LEDs of the router mod ule. A de -
scrip tion of the LEDs is given in the op er a tor’s man ual for the PABX sys tem.

· Check to en sure that the PABX sys tem has as signed an IP ad dress to the LAN-Cli ent (PC) (see
page in sec tion »Check ing the TCP/IP Con fig u ra tion». 

· Check to en sure that an Internet ser vice pro vider (ISP) has been con fig ured in your PABX (see
op er a tor’s man ual for the PABX, leaf let »On the fast track to the Internet« or the on line Help
func tion of your PABX sys tem). 

· Check to en sure that the Internet browser(s) has(have) been con fig ured cor rectly in your PC  (see
Page in sec tion »Internet Ex plorer set tings / Win dows Internet op tions«).

· If you have made the set tings as de scribed above, the tele phone sys tem will es tab lish a con nec tion 
to the Internet au to mat i cally (e. g. by open ing the Internet Ex plorer, in put ting an Internet URL
and con firm ing with “En ter”) when re quested to do so by an ap pli ca tion (de fault set ting).

· Check to en sure that au to matic con nec tion to the Internet has been de-ac ti vated (see
Configurator Net work«, »Internet«); the con nec tion must then be es tab lished man u ally via the
elmeg ControlCenter.

Router Check ing the LAN cli ents (PCs)
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Check ing the TCP/IP Con fig u ra tion

The ex am ples de scribed be low are base on the rec om mended net work con fig u ra tion with au to matic ad dress al lo ca -
tion. What this means is that the LAN cli ents get their IP ad dress via DHCP (»IP ad dress fetched au to mat i cally«) and
that the DHCP server in the PABX sys tem is switched on (ini tial set ting).

Windows 2000

· Start the pro gram ipconfig.
Se lect »Run. . . « in the Win dows start menu. En ter »cmd« and then click OK to con firm. En ter the 
com mand »ipconfig/all« and then press En ter to con firm.

· Cur rent IP ad dress of the pabx as gate way, DHCP server and DNS server. 

· Cur rent IP ad dress of the net work adapter (cli ent).

· Se lect the net work adapter con nected to the pabx.

· The val ues shown in the screen shot are set as de faults for the ini tial set tings of the PABX sys tem.
De pend ing on how many cli ents (PCs) are con nected, the IP ad dress lies within a range from 192.
168. 1. 50 to 192. 168. 1. 69. When these val ues are dis played, the net work adapter and the Win -
dows net work set tings have been con fig ured cor rectly.

· The value for the phys i cal ad dress is dif fer ent for each net work adapter. The val ues for the lease
de pend on when the PC is switched on.

·  

If other data are shown, this may be due to the following reasons:

· Changes have al ready been made to the ini tial set ting for the PABX sys tem in the Pro fes sional
Configurator.

Check ing the TCP/IP Con fig u ra tion Router
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· The Win dows net work con fig u ra tion for the cli ent (PCs) does not cor re spond to the fac tory set -
tings De fault set ting.

· Cur rent IP ad dress of the pabx as gate way, DHCP server and DNS server. Check your in stal la tion
as de scribed in the op er a tor’s man ual for the PABX sys tem (In stal la tion and Com mis sion ing sec -
tion).

· The TCP/IP pro to col is not in stalled on the PC, or it has no link to the net work adapter con nected
to the PABX sys tem.

Windows XP

· Open the Win dows XP net work con nec tions.
Se lect the net work adapter con nected to the pabx by press ing the right mouse but ton. Then click
»Sta tus«. 

· The val ues shown in the screen shot are set as de faults for the ini tial set tings of the PABX sys tem.
De pend ing on how many cli ents (PCs) are con nected, the IP ad dress lies within a range from 192.
168. 1. 50 to 192. 168. 1. 69. When these val ues are dis played, the net work adapter and the Win -
dows net work set tings have been con fig ured cor rectly. If other val ues are shown click the but ton
»Re pair«.

· The value for the phys i cal ad dress is dif fer ent for each net work adapter. The val ues for the lease
de pend on when the PC is switched on. 

Router Check ing the TCP/IP Con fig u ra tion
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If other data continues to be shown this may be due to the following reasons:

· Changes have al ready been made to the ini tial set ting for the PABX sys tem in the Pro fes sional
Configurator.

· The Win dows net work con fig u ra tion for the cli ent (PCs) does not cor re spond to the fac tory set -
tings De fault set ting.

· Faulty in stal la tion of the net work adapter in the cli ent (PC), or the net work adapter is not con -
nected prop erly with the PABX sys tem. Check your in stal la tion as de scribed in the op er a tor’s
man ual for the PABX sys tem (In stal la tion and Com mis sion ing sec tion).

· The TCP/IP pro to col is not in stalled on the PC, or it has no link to the net work adapter con nected
to the PABX sys tem.

Con fig ur ing Internet Ac cess on a PC

If you have used the Win dows dial-up net work for Internet ac cess up to now, this con nec tion was al ways es tab lished
as a »Dial-up con nec tion« (an a log or ISDN). Set-up and ter mi na tion of an Internet con nec tion was ini ti ated au to -
mat i cally by the programmes.

If you set up an Internet con nec tion via the PABX sys tem router, this rep re sents a nor mal net work con nec tion for
each PC. If a PC wants to use an Internet con nec tion the net work router, which acts as a gate way and es tab lishes con -
nec tions to other net works, is in formed of this. The router, in our ex am ple here the PABX sys tem, then sets up a con -
nec tion to one of the Internet ser vice pro vid ers that has been con fig ured. As de fined in the con fig u ra tion for the
PABX sys tem, this con nec tion is es tab lished/ter mi nated au to mat i cally. The Internet ser vice pro vider is con fig ured
us ing the PABX sys tem’s Configurator.

Internet Explorer settings / Windows Internet options 

The fol low ing de scrip tion il lus trates the set tings for Internet con nec tions for the var i ous op er at ing sys tems.  Pro ceed 
as de scribed be low for your op er at ing sys tem and ac ti vate the cor re spond ing op tion.

Win dows 98SE:

Start Menu - Set tings - Con trol Panel - Internet Op tions - Con nec tions

Win dows ME: 

Start Menu - Set tings - Con trol Panel - Internet Op tions - Con nec tions

Win dows 2000: 

Start Menu - Set tings - Con trol Panel - Internet Op tions - Con nec tions

Win dows XP: 

Start Menu—-> Set tings —-> Con trol Panel —-> Net work and Internet Con nec tions —- 
Internet Op tions —- Con nec tions

Con fig ur ing Internet Ac cess on a PC Router
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Dial-up con nec tions con fig ured at the cli ent are dis played here. These con nec tions are not re quired for ac cess ing the
Internet with the pabx.

Check »Never«. You can use other de vices be sides your PABX sys tem to hook up to the Internet. You may have to se -
lect the op tion »Dial when ever a net work con nec tion is not pres ent«.

There are no set tings re quired un der »LAN Set tings«.

Costs for Internet con nec tions

The PABX saves sev eral call data re cords. This data is not lost in the event of a loss of power.

Router Costs for Internet con nec tions

32



The PABX sys tem also gen er ates a call date re cord for con nec tions made by the router. These data re cords con tain
de tailed in for ma tion on a call. For ex.: Date and time, du ra tion, num ber of caller and of party be ing called, type of
con nec tion and data vol ume trans ferred (data sent / re ceived).

Plea se note that only the net work ser vi ce pro vi der is aut ho ri zed for bin ding con nec ti on/call cost log ging.

In for ma tion about Data Se cu rity when Surf ing the Internet

You should use a vi rus  scanner on all LAN cli ents to pro tect your per sonal data. Use of this type of soft ware is in dis -
pens able for safe guard ing per sonal data.

In for ma tion about Data Se cu rity when Surf ing the Internet Router
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